Internetw orking and Transport Layer Issues

g Fundam entals of Internetw orking

b Concept of Universal Netw ork

g Fundam entals of Transport Protocols

b Connection Managem ent b Flow and Error Control

Fall’99 Telcom 2310 Computer Networks

Transport, Internet 2

Fundam entals Of Internetw orking

g Internetw orking techniques allow users of dif-

ferent netw orks to cooperate across netw ork boundaries

g Cooperation is motivated by

b Exchange of Electronic mail b Banking and rem ote transaction b Rapid dissem ination of pertinent information b Market forecasting

g In essence, Internetw orking is motivated by the

fact that value to user of many netw orks is strongly correlated with the number of other users that can be reached

Fall’99 Telcom 2310 Computer Networks

Transport, Internet 3

Requirem ents for Netw ork Interconnection

g The main goal of internetw orking is to provide

transparent access to all facilities of each network by users of other netw orks b Concept of universal or metanetw ork

g A few requirem ents are necessary

b Provide com munication betw een netw orks, at least the equivalent of the OSI physical or data link layer b Provide routing betw een users b Provide an accounting service to keep track of the use of various netw ork resources

Fall’99 Telcom 2310 Computer Networks

Transport, Internet 4

Relays, Bridges, Routers and Gatew ays

g A layer n relay is a device that interconnects two

system s not directly connected to each other (OSI Ref. Model) b Layer n relay shares a com mon layer n with other system s, but does not participate in layer n+1 protocol

g Current terminology, how ever

b Repeater : Physical layer relay b Bridge : Data link layer relay b Router : Netw ork layer relay b Gatew ay : Any relay at higher layer than network layer

g Term inology is non uniformly used in the litera-

ture

Fall’99 Telcom 2310 Computer Networks

Transport, Internet 5

Relays, Bridges, Routers and Gatew ays

Physical Media

Relays

Network Relays

Bridge Repeater

End System

End System

Fall’99 Telcom 2310 Computer Networks

Transport, Internet 6

Netw ork Interconnection Issues

g Developm ent of appropriate approaches depend

upon resolution of a variety of issues b Addressing and Nam ing issues b Routing techniques, Error Control, Flow Control b Information Quanta, Packet Sizes b Connection-oriented versus connectionless b Timings, Interrupts b Access Control

g Appropriate answ ers depend on degree of com -

patibility am ong protocols

Fall’99 Telcom 2310 Computer Networks

Transport, Internet 7

Nam ing And Addressing In An internet Environm ent

g Communication betw een users require several

form s of addressing b Typically,

‘ Physical Address ‘ Data Link Address ‘ Netw ork Address b And

‘ Higher layer addresses for end to end com - munications

Fall’99 Telcom 2310 Computer Networks

Transport, Internet 8

Nam ing and Addressing

g A nam e is a binding from a domain of labels to a

range of objects

g In com puter netw orks, we often need to bind

nam es to addresses b Exam ple: The host ra.cs.pitt.edu is bound to the internet address "130.49.2.28"

g At each router in a netw ork we need to bind the

destination nam e to an address which is the next machine to which the packet should be sent

Fall’99 Telcom 2310 Computer Networks

Transport, Internet 9

Complete Nam ing Schem e

Internet

User Application

IP Application

Logical Link Control Layer

Media Access Control Layer

Physical Layer

Transport Layer

Network Layer

User Name

Port Number (Well Known)

Protocol ID

IP Address

SAP

MAC Address

Fall’99 Telcom 2310 Computer Networks

Transport, Internet 10

Internetw orking Standards

g Three standards for Internetw orking are available

b X.75, which provides internetw orking of X.25 Netw orks b DoD Internet Protocol, best effort service b ISO IP, datagram service

Fall’99 Telcom 2310 Computer Networks

Transport, Internet 11

Transport Layer Protocols

g The main objective is to provide an interface

betw een higher application-oriented layers and underlying netw ork b The interface is a set of prim itives that provides the end user with a message transport facility independent of the quality of the service provided by the underlying netw ork.

Fall’99 Telcom 2310 Computer Networks

Transport, Internet 12

Transport Layer Protocols

g The basic elem ents of a transport protocol

depend on the service type provided by the underlying netw ork b The spectrum of netw ork services varies from a flaw less, error free service with no resets, to an unreliable service that may cause packet loss and packet duplication

g Depending on the netw ork environm ent different

transport protocols em phasize different features.

Fall’99 Telcom 2310 Computer Networks

Transport, Internet 13

Features of Transport Protocols

g The basic features of a transport protocol

include: b Connection managem ent, b Addressing, b Multiplexing, b Error control, b Flow control

Fall’99 Telcom 2310 Computer Networks

Transport, Internet 14

Connection managem ent

g Connection managem ent involves the establish-

ment and termination of a transport level connection

g Several issues need to be resolved to establish a

connection b Finding the Transport Service Access Point (TSAP) of the process with which the connection is to be established b Agreeing on the param eters of the connection ‘ Initial sequence number, quality of service param eters, ...

Fall’99 Telcom 2310 Computer Networks

Transport, Internet 15

Connection managem ent

g Problem s may occur during connection establish-

ment: b Netw ork may loose, delay or duplicate packets ‘ Duplicate packets may surface after the original connection is closed causing it to be re-established and generating undesired traffic

Fall’99 Telcom 2310 Computer Networks

Transport, Internet 16

Finding TSAPs

g The rem ote process may have a ‘‘well know n’’

port number b Port 21 of Transm ission Control Protocol (TCP) is reserved for File Transfer Protocol (FTP) b Port 69 of User Datagram Protocol (UDP) is reserved for Trivial File Transfer Protocol (TFTP)

Fall’99 Telcom 2310 Computer Networks

Transport, Internet 17

Finding TSAPs

g The TSAP of the rem ote process is not know n

b The rem ote process is not a well-know n process, or is not currently running

g Help of a ‘‘well know n’’ server process is needed

b The sever process creates the desired process, if needed, and attaches it to a TSAP ‘ The TSAP is ephem eral because it is released when the process terminates b The sever process informs the calling node of the TSAP of the desired rem ote process b A connection is established betw een the calling process and the rem ote process using the new ly ephem eral TSP

Fall’99 Telcom 2310 Computer Networks

Transport, Internet 18

Dealing with Delayed Packets

g Delayed old packets with the sam e sequence

number can confuse the receiving node (i.e., when the netw ork recovers from a crash, for exam ple)

g A numbre of solutions are possible to prevent

confusion: b The netw ork limits the lifetim e of packets of at most T units of time b Each node decrem ents the Time-To-Live (TTL) field by 1, and the node discards the packet if its TTL reaches 0 b Upon recovering from a crash, a node waits T units of time before resum ing transm ission b Since the lifetim e of a packet is time units, this guarantees that all the old copies of packets are discarded from the netw ork

Fall’99 Telcom 2310 Computer Networks

Transport, Internet 19

Connection Param eter Negotiation

g Agreeing on connection param eters can be

achieved, with a high probability of success, by a procedure called ‘‘three-w ay handshake’’

g Through the exchange of three messages, both

sides of the connection that the proper connection has been established. b It is a reliable way to verify that a connection establishm ent is indeed being carried out

g The sam e technique is usually used to terminate

a connection.

Fall’99 Telcom 2310 Computer Networks

Transport, Internet 20

Connection Param eter Agreem ent

Initial Sequence Number

g Host A wants to establish a connection and start

transm itting messages to host B b Confusion is possible because of old session initialization packets that might still be in the netw ork

g Suppose that host A wants to start transm itting a

packet numbered m . b An old packet may arrive at the destination indicating an initial packet numbre m „n

g Three-w ay hand-shake guarantees that the hosts

agree on the initial sequence number, and more generally on the param eters of the connection

Fall’99 Telcom 2310 Computer Networks

Transport, Internet 21

Connection Param eter Agreem ent

START(m)

Start with m

OK for m

m

Initial Packet with sequence number m

START(n) Delayed Duplicate (discard)

START(m)

Start with m

OK for m

Initial Packet with sequence number

Fall’99 Telcom 2310 Computer Networks

Transport, Internet 22

Connection Param eter Agreem ent

g Errors can occur when a host fails

b Host A is sending packets to Host B, using stop-and-wait protocol b Host B fails in the middle transm ission b Upon recovery, Host B requests that Host A restarts after the last packet Acked b If B passed the packet to the user before sending ACK to A, when the crash occured ‘ User will get two copies b If B sent the ACK to A first, when the crash occured ‘ User will miss a packet

Fall’99 Telcom 2310 Computer Networks

Transport, Internet 23

Timer-B ased Connection Managem ent

g An alternative method for handling delayed

copies of packets is ‘‘Timer-B ased’’ b Records, both at the sender and receiver, are established to keep track of the connection progress b The connection is released when there is no activity for a period of time ‘ The period of time at the sender may not be the sam e as the one at the receiver

Fall’99 Telcom 2310 Computer Networks

Transport, Internet 24

Timer-B ased Connection Managem ent Selective Repeat Protocol

Create a connection record

Send first packet of the set

Start( c , m ) connection #

TPDU # Start a TPDU timer Retransmit after timeout Abort after N attempts

Send other TPDUs in sequnce

Data(c , m+1) Data(c, m+2)

if c is not alive

When all TPDUs are ACKed

Release connection if no activity

on it for some time T(S)

ACK TPDU and create connection record C ACKs sent:

TPDUs received: m

C TPDUs sent:

ACKs received:

[Discard if first TPDU on new connection is not a START]

Accept only in sequence Buffer and ACK out of sequence as in SRP

Release connection if no activity on it for some time T(R)

Sender Receiver

Send START( c_new , m ) if c is still alive

Send START(c , r+1)

Fall’99 Telcom 2310 Computer Networks

Transport, Internet 25

Timer-B ased Connection Managem ent

g Assum ing Selective Repeat Protocol, the param e-

ters T(S) and T(R) can be selected so that: b N · timeout + max_TPDU_lifetim e << T(R) << T(S) ‘ N is the number of attempts before aborting the connection

g This guarantees that no delayed packet can

appear after the receiver releases the connection

Fall’99 Telcom 2310 Computer Networks

Transport, Internet 26

Multiplexing

g Multiplexing provides a cost effective mechanism

to manage netw ork connections

g Two form s of multiplexing are com monly used :

b Upward multiplexing allow s several transport connections to share the sam e netw ork connection b Downward multiplexing allow s the transport layer to split the traffic of a single transport connection am ong several netw ork connections in a round-robin fashion

g Multiplexing increases the throughput and

improves the performance of the transport layer

Fall’99 Telcom 2310 Computer Networks

Transport, Internet 27

Multiplexing and Splitting Via Connection End Points (CEP)

+ + + + + + +

O O O O O O O O

Splitting

Multiplexing

N-Entity

(N+1)-Entity (N+1)-Entity (N+1)-Entity

(N-1)-SAPs

Layer N

Layer (N-1)

Layer (N+1)

N-SAPs

N-SAPs

N-SAPs

(N-1)-Entity

Fall’99 Telcom 2310 Computer Networks

Transport, Internet 28

Error control

g Error control requires:

b Detecting errors, b Detecting duplicate packets

g The techniques to control errors include

sequence numbers, positive acknow ledgm ent, and timeout mechanism s b Recovery of lost packets is achieved by retransm ission

Fall’99 Telcom 2310 Computer Networks

Transport, Internet 29

Flow Control

g The flow control mechanism s aim s at regulating

the am ount of traffic betw een the transport entities involved in the com munication b A com mon schem e for flow control is end-to-end window control based on a credit mechanism

Fall’99 Telcom 2310 Computer Networks

Transport, Internet 30

Conclusion

g Discussed Transport Layer Main Issues g Discussed Internetw orking Main Issues

Fall’99 Telcom 2310 Computer Networks