Netw ork Layer Design Issues

g Fundam entals of Internetw orking

b Concept of Universal Netw ork

b Internetw orking with Bridges

g Netw ork Level Internetw orking

b Netw ork Layer Functions

‘ Addressing

b Routing

b Congestion Control

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 2

Fundam entals of Internetw orking

g Internetw orking allow s users of different net-

works to cooperate across netw ork boundaries

g Cooperation is motivated by:

b Exchange of Electronic mail

b Banking and rem ote transaction

b Rapid dissem ination of pertinent information

b Market forecasting

g In essence, Internetw orking is motivated by the

fact that value to user of many netw orks is strongly correlated with the number of other users that can be reached

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 3

Requirem ents for Netw ork Interconnection

g The main goal of internetw orking is to provide

transparent access to all facilities of each network by users of other netw orks

b Concept of universal or metanetw ork

g A few requirem ents are necessary

b Provide com munication betw een netw orks, at least the equivalent of the OSI physical or data link layer

b Provide routing betw een users

b Provide an accounting service to keep track of the use of various netw ork resources

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 4

Relays, Bridges, Routers and Gatew ays

g A layer-(n) relay is a device that interconnects

two system s not directly connected to each other (OSI Ref. Model)

b Layer-(n) relay shares a com mon layer-(n) with other system s, but does not participate in layer-(n+1) protocol

g Current terminology, how ever

b Repeater : Physical layer relay

b Bridge : Data link layer relay

b Router : Netw ork layer relay

b Gatew ay : Any relay at higher layer than network layer

g Term inology is non uniformly used in the litera-

ture

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 5

Relays, Bridges, Routers and Gatew ays

Physical Media

Relays

Network Relays

Bridge

Repeater

End System

End System

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 6

Netw ork Interconnection Issues

g Developm ent of appropriate approaches depend

upon resolution of a variety of issues

b Addressing and Nam ing issues

b Routing techniques, Error Control, Flow Control

b Information Quanta, Packet Sizes

b Connection-oriented versus connectionless

b Timings, Interrupts

b Access Control

g Appropriate answ ers depend on degree of com -

patibility am ong protocols

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 7

Netw orking with Bridges

g Sim plest of internetw orking devices Connects

LANs

b Usually, protocols for the physical and medium access layers are identical ‘ Minim al processing is required of a bridge

b For different protocols either translation or encapsulation is used

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 8

Bridged Netw orks

g Advantages over single large LAN

b Higher reliability due to partitioning

b Improved performance depending on traffic pattern

b Improved security

b Better accom modation of geographical restrictions

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 9

Bridge Functions

g Consider a bridge connection LAN A to LAN B g Read all frames transm itted on LAN A, accept

those addressed to machines on LAN B.

g Using MAC protocol for B, retransm it frames

onto B.

g Do the sam e for B-to-A traffic.

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 10

Bridge Requirem ents

g No modification to content or form at of frames g Enough buffer space to handle peak loads g Som e addressing and routing intelligence

b May have to forward frames intended for machines not directly connected to either LAN ‘ Learning functionalities

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 11

Bridge Routing Fixed Routing

g Routing table developed off-line g Appropriate entries stored at each bridge g Sim ple and widely used g May be impractical in a dynam ic netw ork

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 12

Bridge Routing Source Routing

g Sending station determ ines the route that the

frame will follow

g Routing information included in frame g Bridges read the information and determ ine if

they should forward the frame

g No routing tables at bridges g Learning Routes

b Manual loading

b Query neighbors

b Dynam ic route discovery procedure using ‘‘all routes’’ message

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 13

Bridge Routing Transparent Routing

g Bridges automatically develop routing table that

changes in response to dynam ic conditions

g Fram e forwarding: keep list of LAN ids for each

port, indicating which LANs can be reached through that port

g Address learning: when a frames arrives on a par-

ticular port, bridge updates its forwarding database appropriately

b Timer elim inates unused entries

g Spanning tree algorithm : bridges exchange rout-

ing information in order to configure netw ork routing paths as a spanning tree

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 14

Fundam entals Of Netw ork Layer Protocols

g Main purpose of Netw ork Layer Protocol :

b Relieve the transport layer from the dependency on the operational characteristics and topology of the of the transm ission facilities

b The netw ork becom es totally transparent to upper layer protocols

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 15

Netw ork Layer Protocols

g The netw ork layer is, conceptually, the most com -

plex layer in the reference model

b Peer processes at all nodes must cooperate to provide the required netw ork services

g The netw ork layer may provide two types of ser-

vices:

b Connection-oriented service or

b Connectionless service

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 16

Netw ork Layer Protocols

g The netw ork layer provides functionalities that

com pletes the definition of the interaction betw een the host and the netw ork

b Defines the basic unit of transfer across the netw ork

b Defines Nam ing and Addressing

b Provides services to achieve routing and congestion control

b Allows for Internetw orking to support universal com munication service

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 17

Addressing in Internet Environm ents

g Communication betw een users require several

form s of addressing

b Typically,

‘ Physical Address

‘ Data Link Address

‘ Netw ork Address

‘ Higher layer addresses for end to end com - munications

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 18

Netw ork Level Nam ing and Addressing

g To deliver information, the netw ork layer needs to

know the location of the netw ork node

b Each node is assigned a netw ork address, which designates a connection of a node to a netw ork

g Most applications allow mnem onic specification

of machine nam es. e.g.,

rlogin speedy.pitt.edu

g Actually, nam es and addresses are just different

form s of the sam e thing.

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 19

Flat Nam es

g The netw ork layer may define a flat nam e space

b Each machine nam e consisted of a sequence of characters without any further structure ‘ nam es are convenient and short

b Disadvantages ‘ Conflicts, central authority for adding new nam es, nam e-address bindings change frequently, too much traffic to a single site, hard to keep an updated list at multiple sites,

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 20

Hierarchical Nam es

g The set of nodes is decom posed into domains,

the domains into subdom ains, and so on

g Decentralization of nam ing mechanism through

delegation of nam e space authority to individual organizations.

b Used in the Internet, where hierarchical machine nam es are assigned according to the structure of organizations that obtain authority for parts of the nam e space, not necessarily according to the structure of the physical netw ork interconnections.

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 21

Mapping Nam es to Addresses

g Nodes use the Domain Nam e System (DNS) to

map node nam es netw ork addresses

g DNS is distributed in that servers at multiple sites

cooperate in solving the mapping problem

b DNS is efficient in that most nam es are mapped locally ‘ Nam e server, program that supplies nam eto-address translation, often executing on a dedicated processor.

‘ Nam e resolver, client software, which may com municate with more than one nam e server in resolving a nam e ‘ Resolver must know how to contact at least one nam e server ‘ Every nam e server know s the address of at leas one root server

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 22

Nam e Resolution

g Resolving nam es by working dow n a list of nam e

servers

b Most nam e resolution refers to local nam es (don’t want to translate these in a distributed manner) ‘ May flood nodes at root of the tree

‘ Vulnerable to failures of root nodes

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 23

Nam e Caching

g Each server maintains a cache of recently used

nam es as well as a record of where the mapping information was obtained

b Upon receiving request, server:

‘ checks to see if it has jurisdiction

‘ checks the cache and reports (nonauthoritative, with nam e of responsible server) ‘ if not there, must check with authoritative server

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 24

Physical Addresses

g At the physical level, nodes must use physical

addresses in order to com municate

b Netw ork addresses are essentially virtual addresses.

b The virtual address must be mapped to the physical address. ‘ Direct mapping

‘ Dynam ic mapping

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 25

Physical Addresses

Direct Mapping

g If adm inistrator can assign physical addresses,

netw ork address may be trivially converted to physical address

b Exam ple is proN ET token ring (hostid = physical address)

g if adm inistrator cannot assign physical

addresses, netw ork address may be converted to physical address using a mapping table

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 26

Physical Addresses Dynam ic Mapping

g Sending node must determ ine physical address

before transm ission

b Address Resolution Protocol performs this function ‘ Sender broadcasts a query packet containing the netw ork address ‘ The designated node responds with its physical address

b Address resolution cache used to improve performance (reduce number of broadcasts)

b When requesting address, include your address in query

b When booting, broadcast your address

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 27

Complete Nam ing Schem e

User Application

IP Application

Logical Link Control Layer

Media Access Control Layer

Physical Layer

Transport Layer

Network Layer

User Name

Port Number (Well Known)

Protocol ID

IP Address

SAP

MAC Address

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 28

Routing and Flow Control

g Routing determ ines paths for data flow ing

betw een source and destination pairs

g Flow control regulates traffic to avoid congestion

Throughput

Delay

Load

Offered

Rejected Load

Flow Control Routing

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 29

Routing

g The principal task of the netw ork layer is to

accept packets from the source node and deliver them to the destination node.

g Generally, more than one route is possible

b A routing function must be performed

b A number of desirable attributes for routing function ‘ Correctness, Sim plicity, robustness, Stability, Fairness, and Optimality

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 30

Dimensions of a Routing Task

g In connection-oriented service, routing decisions

are only made when a new virtual circuit is being set.

g In datagram service, the decision is made anew at

the arrival of every new packet.

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 31

Routing with Datagram s

g Each node maintains a routing table

b Entries in the routing table may be based on estim ates of congestion in the netw ork

b Entries may contain alternate links for routing ‘ Alternate links can be selected random ly, in a round robin fashion, or used to balance the traffic load

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 32

Datagram Routing Tables

0.4 3 0.6 2

C

Routing Table at Node A

0.2 4

0.8 3

B

1 C

B

A

2

Fraction

Link

Destination

4

3

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 33

Routing with Virtual Circuits

g Routing tables for virtual tables identify circuit

numbers instead of destinations

b Entries in the routing table specify for each incom ing link and incom ing virtual circuit number, the corresponding outgoing link and outgoing virtual-circuit number ‘ Nodes assign numbers independently, so numbers may change along the path

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 34

Virtual Circuit Routing Tables

A

1 2 3 6 2 5

VC Number

Link Number

7

4

4

VC 5

OUT IN

Routing Table at Node A

1 C

Link Number

VC 2

VC 6

B

3

2

VC Number

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 35

Routing Algorithm s

g The main design goals of a routing algorithm are :

b Sim plicity and Low overhead

b Robustness and Stability

b Rapid Convergence

b Flexibility

b Optimality

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 36

Sim plicity

g Routing algorithm s must offer their functionali-

ties Efficiently

b Minim um of software and utilization overhed

g Efficiency is important, particularly when the

software is implem ented to run over a com puter with limited resource capabilities

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 37

Robustness

g Routing algorithm s must perform correctly

despite unforeseen circum stances

b Hardw are failures

b High load conditions

b Incorrect implem entations

g Unstable routing algorithm s can cause consider-

able problem s when they fail at the netw ork junction points

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 38

Robustness

g Robustness requires three tasks:

b Monitoring netw ork status

b Update routing decision to reflect new changes

b Enforce new decisions to react as fast as possible to netw ork changes

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 39

Robustness Exam ple

Buffered at C

C

D 56

Buffered at D

96

time time

A

64

32

56 56

B tX

Y_t

Y

X_t

t

g Buffers do not accum ulate bits, since C and D

rate of transm ission is faster than input stream bit rates

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 40

Robustness Exam ple

Link Failure

Buffered at C

C

56

Buffered at D

Failure

time time

96 A D

64

32

56 56

B

X

Y_t

Y_t

t

tX T T+S

T T+S

g Buffering occurs at node C, since the arrival rate

is higher than the transm ission rate

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 41

Robustness Exam ple Routing Decision Adjustm ent

Buffered at C

C

D

48

48

T+2S

time time

T+2S

96

T+S

56

B A 56

Buffered at D

T

t T T+S Y tX tX

Y_t

g After S units of time, A learns of the failure and

updates routing decisions to take failure into consideration

b Buffers at C begin to em pty

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 42

Robustness

g The time S to learn failure has two implications:

b Buffers at C must be able to store S · 8 Kbps

b Bits are delayed at node C during the failure ‘ It takes ( S · 8 Kbps) /(56 Kbps) to clear the backlog ‘ For S=1, the buffer must hold 8,000 bits and the delay is S/7 = 140 ms

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 43

Stability and Rapid Convergence

g Convergence is the process of agreem ents by the

routers on the optimal routes

b Dialogue am ong routers is carried by update messages

b Routing updates stim ulate recalculations of optimal routes

g Routing algorithm s that converge slow ly can

cause loops or netw ork outages

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 44

Slow Convergence and Routing Loops

Send to

Dest

D R2

Routing Table (Router R1)

Send to

Dest D

Routing Table (Router R2)

R1

R1 R2

Packet to D

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 45

Flexibility

g Flexibility refers to the capability of the routing

algorithm to adapt quickly and accurately to a variety of netw ork circum stances

g Flexible routing algorithm s can adapt easity to :

b Changes in netw ork bandw idth

b Router queue size

b Netw ork delay

b Link failure

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 46

Stability

C

D

48

2 3 4 5 6 1

48

56

B A 56 96

X_t tX

Y_t

Y_t

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 47

Routing Desirable Characteristics Fairness

g Routing must accom modate traffic with different

quality of services (QoS)

g Packets within the sam e class should suffer sim i-

lar delays

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 48

Fairness

g A com monly used form ula to com pute the delay,

D, a packet suffers at a node is: D = (m-l )

1hhhhhh

b mis the transm ission rate (packets per sec) b l is the packet arrival rate (packets per sec)

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 49

Fairness

Stream 1

Queue A

Queue B

112 kbps

56 kbps

50 kbps

Node A

Node B

Node C f

(1-f)

40 kbps

gStream Packet Size : 1,000 bits

Stream 2

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 50

Fairness

g Using the delay expression, we can write:

D_A =

112 - l_A 1 hhhhhhhhh

Where l A=40 + f ·50 Packets/Sec

D_A =

72 - f ·50 1 hhhhhhhhhh

g The average packet delay of Stream 1, D_1 = D_A

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 51

Fairness

g Sim ilarly, using the delay expression, we can

write:

D_B =

56 - l_B 1 hhhhhhhh

Where l B =(1 - f )·50 Packets/Sec

D_A =

6 + f ·50 1 hhhhhhhhh

g The average packet delay of Stream 2,

D_2 = f ·D_A + (1 - f )·D_B

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 52

Fairness

g A fair routing algorithm must select f so that:

D_2 = D_1� D_A = D_B

g Solving for f results in:

f = 0.66

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 53

Optimality

g Optimality refers to the capability of the routing

algorithm to find the ‘‘Best Route’’

b It is strictly defined with respect to the routing metrics and metric weightings

g May be difficult to achieve

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 54

Routing Metrics

g Path length, sum of the costs associated with

links

b Frequently reduces to hop count

g Reliability, link bit error rate, usually assigned

by netw ork adm inistrator

g Delay, as the am ount time required to move

packets from source to destination

b Delay depends on link bandw idth, router queues and netw ork load

g Communication costs to reduce expenditures

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 55

Optimality

g Consider the previous netw ork and assum e that

the objective is to minim ize the average packet delay

g The average delay, D, can be expressed as:

D = p_1D_1 + P_2D_2 Where

g p_i is the proportion of packets from stream i,

i=1,2

b p_1 = 90 40hhh and p_2 = 90 50hhh

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 56

Optimality

g Taking the derivative of the delay expression D

with respect to f and setting it to 0 produces the value of f that minim izes the average network delay

b Solving the equation for f results in: f ~ 0.465

g The value of f that minim izes the average delay

is not the sam e as the value that achieves routing fairness

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 57

Routing Algorithm Classification

g Routing algorithm s can be classified as :

b Static or Dynam ic

b Single path or Multipath

b Flat or Hierarchical

b Intradom ain or Interdom ain

b Link State or Distance Vector

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 58

Static Routing

g Static routing algorithm s use a mapping

predefined by the netw ork adm inistrator to determine routes

b Routing table mappings do not change, unless the adm inistrator changes them

b Static routing algorithm s are sim ple to design

b They only work well in environm ents where netw ork traffic is predictable and netw ork design is sim ple

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 59

Dynam ic Routing

g Dynam ic routing algorithm s adjust, in real time,

to the current netw ork condition

g Dynam ic changes are conveyed by routing

update messages

b New routes may result upon exchange of update messages

g Dynam ic routing may be supplem ented by static

default routes, ‘‘last resort’’

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 60

Single Path or Multipath

g Routing algorithm s may support multipaths to the

sam e destination

b Multipath perm its traffic multiplexing over multiple links

g Multipath algorithm s may improve netw ork

throughput

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 61

Flat Routing

g In a flat routing algorithm s, all routers are peers

b Routing algorithm operates on a flat nam e space

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 62

Hierarchical Routing

g A group of routers form what am ounts to a Rout-

ing Backbone

g Hierarchical routing is usually defined based on

the concept of Autonom ous System s (ASs), or Areas

b Backbone routers can com municate betw een domains, while other routers are restricted to within their domains

g Hierarchical routing mim ics the organization of

most com panies

b Efficient support for the com pany traffic pattern

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 63

Host or Router Intelligent

g Source routing assum es that the end node deter-

mines the entire route to destination

b Routers merely act as store and forward nodes

g Router intelligent algorithm s rely entirely on the

router to determ ine the path to destination

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 64

Host or Router Intelligent Trade-O ff

g Trade-off is route optimality versus traffic over-

head

g Source routing can achieve optimality, since end

node com putes all paths to destination

b Optimality may very to reflect a particular system ’s definition

g Discovering all routes, how ever, may be costly

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 65

Intradom ain or Interdom ain

g Intradom ain algorithm s are optimized to work

within a domain

g Interdom ain algorithm s are optimized to work

betw een domains

b The nature of these algorithm s are different

b An ‘‘optim al’’ interdom ain routing algorithm may not necessarily be optimal or even perform well betw een domains

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 66

Routing Techniques Path Optimality Principle

g ‘‘Ifrouter J is in the optimal path from I to K, then

the optimal path from J to K also falls along the sam e route’’

g As a direct consequence, the set of optimal

routes from all sources to a given destination form a tree routed at the destination

b The tree is refereed to as ‘‘Sink Tree’’

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 67

Routing Techniques Bellm an-Ford-M oore Algorithm

g The netw ork is represented as a set of nodes with

N elem ents

g D_i represents the minim um distance for reaching

node i from a specified origin

g C_{ij} represents cost (distance) of the link betw een

node i and node j b C_{ii} = 0, b C_{ij} = ¥ , if node i and node j are not adjacent

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 68

Shortest Path Algorithm s Bellm an-Ford-M oore Algorithm

g The objective is to find optimum routes from a

given source node, say 1, to all other nodes in the netw ork

g The principle of optimality can be expressed as:

D_i = min_j I K L D_j + C_{ij} M N O ,for all i„ 1

D_1 = 0

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 69

Bellm an-Ford-M oore Algorithm

g The algorithm iterates on the number of ‘‘hops’’

in the path

b First find optimal paths from a prescribed source node to all other nodes subject to the constraint no path contains more than one hop, then finding optimal paths subject to the constraint no path contains more than two hops, ... three hops, etc.

g The shortest path subject to the constraint no

path contains more than h hops is called the shortest (£h ) path

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 70

Bellm an-Ford-M oore Algorithm

g Based on the shortest (£h ) path concept, the

algorithm can be expressed as follow s:

b Let Di(h ) be the shortest (£h ) path from 1 to i b For each successive h ‡0, com pute

D_i^{(h +1)} = min_j I K L D_j^{(h )} + C_{ji} M N O ,for all i „1

D_i^{(0)} = I K L¥ 0 i„1 i=1

b Connect i with the predecessor node, j, for which the minim um is obtained, possibly elim inating any connection form ed during an earlier iteration

b Continue until no more changes occur in the next iteration

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 71

BFM Algorithm

Exam ple

2 3

5

1

4

6 1

2 5

2 1

3 2

3

1 (-1,0)

(-1,¥ ) (-1,¥ )

(-1,¥ )

(-1,¥ )

(-1,¥ ) 5

Q={1}

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 72

BFM Algorithm Complexity Analysis

g Worst case com putational requirem ents?

b For a netw ork of N nodes, a path can contain at most N- 1 links ‘ Hence, N- 1 iterations, over the number of hops, before convergence

b For each iteration, the minim ization is perform ed for N- 1 nodes

b For each node, the iteration involves at most N- 1 alternatives

g Thus, worst case com putational requirem ents is

O (N^3) b More careful counting results in O (mL), where m is the number of iteration required to converger, and L the number of links

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 73

Shortest Path Algorithm s

Dijkstra Algorithm

g The objective is to find shortest paths from a

specified source, say 1, to all other destinations

g The approach is sim ilar to BFM, but iterates on

the length of a path

b Let Nc be the set of nodes currently connected with the destination, and Dj the current estim ate of distance of node j from the destination ‘ Initially, Nc = {1}, D1 = 0, and

D_j = ¥ , for i„1

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 74

Dijkstra Algorithm

g Step 1: Update labels

b For all j not in Nc , set

D_j = min_{i˛ Nc} I K L D_j,D_i + C_{ij} M N O ‘ If min is the sam e as previous Dj, leave the tentative connection of j to a successor unchanged ‘ If min is different, connect j to the successor i, for which the minim um is obtained

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 75

Dijkstra Algorithm

g Step 2: Find next closest node

b Find i not in Nc , for which

D_i = min_{j not in Nc} {D_j}

‘ Set Nc = Nc ¨ {i}, and perm anently connect i to the appropriate successor

b If Nc = N then stop, else return to Step 1

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 76

Dijkstra Algorithm

Exam ple

2 3

5

1

4

6 1

2 5

2 1

3 2

3

1 (-1,0)

(-1,¥ ) (-1,¥ )

(-1,¥ )

(-1,¥ )

(-1,¥ ) 5

Q={1}

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 77

Dijkstra Algorithm Complexity Analysis

g Each step requires a number of com putation pro-

portional to the number of nodes N

g Steps are repeated N- 1 times

b In the worst case, the com putational cost is O (N^2), better than O (N^3)

‘ A significant reduction over BFM, if the network is sm all and dense with a high ratio of number of links to number of nodes ‘ Usually, how ever, L << N(N- 1), resulting in

m << N, and mL << N^3

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 78

Distributed Asynchronous

BFM Routing Algorithm

g One of the main reason of the popularity of BFM

is its suitability for implem entation in a distributed manner

g A precise implem entation of algorithm requires

synchronization am ong the nodes

b All nodes must start at the sam e time

b All nodes must abort and restart if a link status changes while com putation is running

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 79

Distributed Asynchronous BFM Routing Algorithm

g Practical implem entation uses an asynchronous

approach which elim inates the need for synchronization by com puting distances at regular intervals

b Convergence occurs to correct distances if no changes occur during route update time

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 80

Routing Algorithm s Practical Implem entations

g Modern com puter netw orks use dynam ic routing

algorithm s rather than static ones

g Two dynam ic algorithm s are frequently used

b Distance Vector

b Link State Protocol

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 81

Distance Vector and Link State

g Distance Vector algorithm s (BFM) call for each

router to send all or som e portion of its routing table but only to its neighbors

g Link State algorithm s (Dijkstra) flood link state

information to all nodes

b Each router sends only portion of the routing tables that describes the state of its own links ‘ Link State algorithm s converge more rapidly, so they are less prone to routing loops ‘ Link State algorithm s may be com putationally expensive

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 82

Distance Vector Routing

g Basic Idea:

b Each router starts out with a distance 0 for those netw orks it is attached to

b Each router transm its its distance vector to each of its neighbor periodically or whenever information changes

b Each router calculates its own distance vector based on the information received from each neighbor

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 83

Distance Vector

g Gatew ay Z, attached to Net 1 and Net 2

iiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii Destination Distance Route iiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii

Net 1 0 (hops) Direct iiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii

Net 2 0 (hops) Direct iiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii cc c c c c

cc c c c c

cc c c c c

cc c c c c

g At a given time

iiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii Destination Distance Route iiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii

Net 1 0 (hops) Direct iiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii

Net 2 0 (hops) Direct iiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii

Net 3 9 (hops) Gatew ay A iiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii

Net 4 5 (hops) Gatew ay B iiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii

Net 5 7 (hops) Gatew ay X iiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii

Net 6 3 (hops) Gatew ay D iiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii

Net 7 3 (hops) Gatew ay X iiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii cc c c c c c c c c c c c c c

cc c c c c c c c c c c c c c

cc c c c c c c c c c c c c c

cc c c c c c c c c c c c c c

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 84

Distance Vector

g Z receives update message from X

iiiiiiiiiiiiiiiiiiiiiiiiiii Destination Distance iiiiiiiiiiiiiiiiiiiiiiiiiii

Net 1 2 (hops) iiiiiiiiiiiiiiiiiiiiiiiiiii

Net 3 5 (hops) iiiiiiiiiiiiiiiiiiiiiiiiiii

Net 4 7 (hops) iiiiiiiiiiiiiiiiiiiiiiiiiii

Net 5 6 (hops) iiiiiiiiiiiiiiiiiiiiiiiiiii

Net 6 10 (hops) iiiiiiiiiiiiiiiiiiiiiiiiiii

Net 7 4 (hops) iiiiiiiiiiiiiiiiiiiiiiiiiii

Net 8 4 (hops) iiiiiiiiiiiiiiiiiiiiiiiiiii cc c c c c c c c c c c c c c

cc c c c c c c c c c c c c c

cc c c c c c c c c c c c c c

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 85

Distance Vector

g Z updates its table

iiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii Destination Distance Route iiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii

Net 1 0 (hops) Direct iiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii

Net 2 0 (hops) Direct iiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii

Net 3 6 (hops) Gatew ay X (g) iiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii

Net 4 5 (hops) Gatew ay B iiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii

Net 5 7 (hops) Gatew ay X iiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii

Net 6 3 (hops) Gatew ay D iiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii

Net 7 5 (hops) Gatew ay X (g) iiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii

Net 8 5 (hops) Gatew ay X (g) iiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii c c c c c c c c c c c c c c c c

c c c c c c c c c c c c c c c c

c c c c c c c c c c c c c c c c

c c c c c c c c c c c c c c c c

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 86

Distance Vector Shortcom ings

Infinite Loop

Net 3 4 hops R1

R1 R2

H

Network 1 Network 2

Network 3

R3 R4

Net 33 hops X

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 87

Distance Vector Shortcom ings

Infinite Loop

Net 34 hops R1

R1 R2

H

Network 1 Network 2

Network 3

R3 R4

Net 3 ¥ ?

Event 2

Event 3

Net3, 4 hops

-- --

Event 1

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 88

Infinite Loop Fixes

g Split Horizons

b Never send information about a route back in the direction from which it cam e

b Helps prevent two-node routing loops

b The solution may fail in som e cases

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 89

Split Horizon

A B

C

D

Initially, both A and B have a distance 2 to D, and C has a distance 1

If CD link goes down, C realizes that it cannot get to D

Distances are computed based on C’s advertizements

Neither A nor B tell C about distances to D A, however, may hear from B it can go to D in 2

Both nodes will gradually count to infinity

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 90

Split Horizon with ‘‘Poison Reverse’’

g Split horizon with poison reverse improves dis-

tance vector convergence over sim ple split horizon by advertising all netw ork IDs to all neighbors

b But those netw ork IDs learned from a given direction are advertised to the sam e direction with a metric of ¥ , indicating that the netw ork is unavailable

g Poison reverse has no benefit beyond split hor-

izon in a single path internetw ork

g In a multipath internetw ork, split horizon with

poison reverse greatly reduces count to infinity and routing loops

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 91

Infinite Loop Fixes Poison Reverse Updates and Hold Down

g Increases in routing metrics generally indicates

routing loops

b When increase is observed, send ‘‘Poison Reverse’’ updates to rem ove route and place it in ‘‘Hold Down’’ ‘ ‘‘Hold Down’’ causes discarding of any changes affecting recently rem oved routes for a period of time

g Prevent larger routing loops, but may slow dow n

convergence

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 92

Distance Vector Shortcom ings

g Slow convergence when routes change fre-

quently

b Information cannot propagate through a node until that node recalculates its routing information

b Many routers may becom e nonfunctional as a result of the delay

g May cause gatew ays to have wrong information g Does not scale properly to large netw orks g May require large message exchange before sta-

bility

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 93

Link State Routing

g The algorithm requires that each participant has

com plete netw ork topology information

g Basic steps include:

b Discover neighbors and learn their netw ork addresses

b Measure the delay or cost to each of the neighbors

b Construct a packet containing the information just learned

b Send the packet to all other routers

b Compute the shortest path to every router

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 94

Link State Routing

g Each participant actively tests the status of all

links to neighbor gatew ays ‘ This accom plished by periodically exchanging ‘‘alive’’ messages with neighbors

b Each participant form s and propagates the link status information to all other participant using a Link State Packet ‘ Periodically,

‘ When a neighbor becom es active,

‘ When a cost of a link changes (after a link failure)

b Armed with a com plete map of the topology, participants com pute routes to each destination

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 95

Link Cost

g Routers are expected to have a reasonable esti-

mate of the delay to each of the neighbors

b Can be achieved by measuring the round trip time of a special ‘‘ECHO’’ request packet sent over the link to the neighbor ‘ In response, the neighbor is expected to send an ‘‘ECHO’’ reply immediately ‘ For better results, the test can be conducted several times and averaged out

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 96

Link Cost Measurem ent

Load Factor

g Load can be factored in by starting the timer

when the ‘‘ECHO’’ packet is queued, not when it reaches the front of the queue

g Should the load be taken into consideration?

b Including traffic-induced delays in the measurem ents helps the router select the unloaded links over the loaded ones with the sam e bandw idth

b Factoring the load in the delay measurements may cause routing table oscillations which leads to undesirable erratic routing behavior

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 97

Link State Protocol Packets

g Link State Packet contains the follow ing infor-

mation:

b Identity of the sender

b Sequence Number, increm ented for each new packet sent

b Age of the packet

b list of the neighbors and the delay to reach them

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 98

Link State Protocol Packets

Exam ple

D

A

B 2 C

3 D

7

F 8 E

4

5 1 6

A B C D E F

Seq # Seq # Seq # Seq # Seq # Seq # Age Age Age Age Age Age B E 4 5 A 4 C 2 F 6 B 2 D 3 E 1 C F 3 7 A 5 C 1 F 8 B 6 7 8 E

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 99

Link State Routing Sequence Numbers and Age Fields

g Routers can get confused if sequence numbers

wrap around

b Use a large sequence number field

‘ A 32-bit sequence number would take 137 years to wrap around, assum ing one LSP per second

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 100

Link State Routing Sequence Numbers and Age Fields

g If a router crashes, it may lose track of its last

sequence number

b If it starts again at 0, the packet will be rejected as a duplicate

g If a sequence number is corrupted it may make

other packets obsolete

b A 1 bit error causes the sequence number 4 to be received as 65,540 ‘ All packets 5 through 65,540 will be considered obsolete

g Include an ‘‘Age’’ field for each packet which is

decrem ented once per second

b Age field is set to max_value (on the order of an hour) by the router that generates the LSP

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 101

Link State Routing Dissem inating LSP Rules

g Only new ly generated LSP are forwarded to

neighbors

b LSPs are not flooded immediately, but queued in a holding area for a short period of time

g Discard any LSP packet if its ‘‘Age’’ is 0

b Packet is considered too old

b Prevents initially lost packets from living for an indefinite period of time

g Discard any received LSP packet from the sam e

source, if the received packet is identical to the one stored in the mem ory

b If the two packets are different, discard the older one

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 102

Link State Routing Dissem inating LSP to Routers

g To guard against errors on the router-to-router

link, LSPs are acknow ledged

b When a line goes idle, the LSPs holding area is scanned in round robin order to select a packet or an acknow ledgem ent to send

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 103

Dissem inating LSP to Routers

Router Data Structure

S A S A S A S A S A S A

Neighbor n

Link State Packets

#123 #42 #35 #100

Y

Y

Y

Y

Y

Y

Y

Y

Y

Y

Y

Y

Y

Y

Y

Y

Y

Y

Y

Y

Y

Y

Y

S : Send Flag A : Ack Flag

. . .

#37 #10 R3 R2 R1 R4 R5 R6

Age:60 Age:60 Age:60 Age:60

Age:58 Age:59

Neighbor 2

Neighbor 3 .

Neighbor 1

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 104

Dissem inating LSP to Routers LAN Based Interconnection

g Consider the LAN itself as a node

b A router is elected to be the ‘‘designated router’’ ‘ The designated router nam es the LAN and constructs an LSP on behalf of the LAN ‘ Every router, including the designated router, reports only a single link in its LSP for the LAN itself

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 105

LAN Based Interconnection

Reliable dissem ination

g Provide periodic sum maries of the Database con-

tent

b A special packet, Sequence Numbers Packet (SNP), which contains the latest sequence numbers of all LSPs is multicast

b A router can explicitly request any missing LSP from the designated router

b If a router noticed that the designated router missed its LSP, the router retransm its the LSP

b This schem e is adopted by ISO in IS-IS and DECnet Phase V

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 106

Flow Control

g Flow control regulates the traffic betw een a

source and a destination

b The main goal of flow control is to prevent overflow of the buffers dedicated to an individual connection.

b Flow control is perceived as a bipartisan agreem ent betw een the source and destination

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 107

Congestion Control

g The main tasks of congestion control :

b Regulate the am ount of data adm itted to the netw ork.

b Provide efficient utilization of netw ork resources such as logical channels, buffers, transm ission bandw idth, processor time.

b Meet the user performance requirem ents, when possible.

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 108

Congestion Effect

B

C Packets

Packets

Packets for C for D

for A

D

A

Packets for B

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 109

Congestion Effect

1.0

D e l a y

Offered Load

Uncontrolled Ideal

Controlled

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 110

Congestion Effect

Ideal

Controlled

Overhead

Uncontrolled

1.0

1.0 T h r o u p u t

Offered Load

Knee

Cliff

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 111

Congestion Managem ent

g The controlling action may be applied to many

source-destination pairs indiscrim inately or sim ultaneously.

g The term congestion managem ent incorporates

b congestion control, and

b congestion avoidance techniques.

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 112

Congestion Managem ent

g Congestion control in com munications netw orks

is a difficult problem .

b Dram atic bandw idth mism atch betw een links.

b Unbalanced load am ong different netw orks.

b Sharp contrast betw een the very high speed of LANs and packet processing rate of routers.

b State control is hard to achieve in distributed environm ent.

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 113

Congestion Control

g The objective of flow and congestion control

schem es includes:

b Striking a balance betw een gain in performance due to controls and global state information availability, and loss in efficiency owing to overhead in gathering the information

b Fairness in resource allocation am ong users of the netw ork ‘ It is a non-trivial task in connectionless networks, where resources are allocated on dem and.

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 114

Congestion Managem ent Techniques

g Packet dropping

b When the limit is exceeded, input packets are dropped

b The technique is often em ployed in connectionless netw orks ‘ Three techniques are com monly used tail drop, random drop and fair queueing

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 115

Congestion Managem ent Techniques Packet dropping

g The techniques are sim ple and consistent with

the ‘‘best effort’’ philosophy

g The draw back is that dropping packets may be

counterproductive because it triggers end-to-end retransm ission

b It does not provide feedback to slow dow n the sources that generate the netw ork traffic

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 116

Congestion Managem ent End-to-End Techniques

g Choke Packets

b The technique uses choke packets containing the header of the packet traveling in the congestion direction to indicate congestion to the end points.

b Upon receiving the choke packet, the source declares the destination congested and slow s dow n traffic to that destination

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 117

Congestion Managem ent Hop-by-H op Techniques

g Backpressure

b The schem e is used in conventional netw orks (e.g., X.25) to regulate the flow along a virtual circuit

b The node upstream of a congested link can throttle the flow by closing the window of permissible outstanding packets

b This starts a chain reaction which eventually cuts off the supply of new packets to the virtual circuit

b Credits are returned when the congestion clears

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 118

Reservation Based Control

Open Loop

g Source specifies its performance requirem ents at

the connection set up time

b Based on the current status of the netw ork, the connection is either accepted or rejected

b Reservation provides bandw idth and delay guarantees

g Reservation is only efficient if the traffic is steady

and predictable (Voice/Video)

b Resources that are reserved but not used are wasted (bursty traffic)

g Reservation based schem e are easy to manage

b Walk-in schem e require dynam ic resource managem ent which may be com plex

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 119

Congestion Control Common Misconceptions

g Congestion is caused by shortage of buffer space

b The decreasing cost of mem ory will elim inate the problem

g Congestion is caused by slow links

b The availability of high speed links will elim - inate the problem

g Congestion is caused by slow processors

b The availability of high speed processors will elim inate the problem

g If not one, all of the above will elim inate the prob- lem

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 120

Congestion Control Common Misconceptions

g The advent of the new technology and prolifera-

tion of high speed netw orks have actually aggravated the congestion problem

b Congestion managem ent and avoidance mechanism s are more important than ever before

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 121

Congestion Control High Speed Netw orks

g The key issues in the design of congestion con-

trol for high speed netw orks is the characterization of the traffic

b The schem e should accom modate all sorts of traffic ‘ Delay sensitive, but loss insensitive, voice and video ‘ Delay insensitive, but loss sensitive, data

‘ Delay sensitive and loss sensitive, interactive com puting and graphics

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 122

Congestion Control High Speed Netw orks

g The congestion techniques need to be re-

assessed

b Closed Loop or Open Loop?

b Window or Rate based Control?

b Router-B ased or Source-B ased Control?

b Is Backpressure still applicable?

b Prior Reservation or Walk-in?

b One schem e is enough, or a com bination of many?

Spring’00-2 Telcom 2310 Computer Networks

InterNet Fundamentals 123

Conclusion

g Discussed Internetw orking Main Issues

b Internetw orking with Bridges

g Discussed Netw ork Layer Main Issues

b Addressing

b Routing

b Flow Control

Spring’00-2 Telcom 2310 Computer Networks