Fundam entals of Data Link Control Protocols

DLC Basic Functions

DLC Flow Control

DLC Error Control

DLC Protocols Perform ance Analysis

DLC Protocol Classes

Spring’00 ARQ Schemes

DLC 2

Data Link Control Protocol

Service

a The data link layer provides reliable data transm ission service over a potentially unreliable transm ission link

a The basic unit of com munication at the data link layer is referred as frame

g A frame is defined as a serial block of bits

containing data and control information.

Spring’00 ARQ Schemes

DLC 3

Data Link Control Characteristics

a Two aspects characterize DLC protocols:

g Correctness

‘ Ordered, duplicate-free, error-free, frame delivery

g Efficiency

‘ How much bandw idth is wasted due to unnecessary transm ission

Spring’00 ARQ Schemes

DLC 4

Data Link Control

Functions

a Establish an active connection over an already existing transm ission link

a Maintain a sustained exchange of data frames betw een the sender and the receiver

a Cope with abnorm al conditions such as link failure

a Initiate the termination process to relinquish the control of the link

Spring’00 ARQ Schemes

DLC 5

Data Link Control

Requirem ents

a Fram e Segm entation

g Break long stream s of data into more manage-

able, less error prone data frames

a Fram e Synchronization

g Allow the receiver to correctly interpret

transm itted data frames ‘ The beginning and end of each frame must be recognizable

a Flow Control

g Regulate the traffic to prevent the sender from

overflow ing the buffers of the receiver

a Error Control

g Detect and recover from potential frame errors

‘ Commonly used error detection methods include, Parity bit, Longitudinal, Vertical and Cyclic Redundancy Check.

Spring’00 ARQ Schemes

DLC 6

Why Flow Control?

a Receiver must perform a certain am ount of processing on the frame header

g Sender may attempt to send frames faster

than the receiver can process them

a Receiver may buffer incom ing frames before delivery to higher level protocols

g Buffers may overflow if the high level protocol

user is slow in retrieving frames

a Receiver, usually sw itch or router, may buffer incom ing frames for retransm ission on a different I/O port

g Output buffers may overflow if the incom ing

flow rate exceeds the outgoing flow rate

a Flow control allow s the receiver to regulate the flow of frames sent by a source and potentially limit the rate of incom ing data

Spring’00 ARQ Schemes

DLC 7

Flow Control Techniques

Stop and Wait

Flow Control

Sliding Window

Spring’00 ARQ Schemes

DLC 8

DLC Flow Control Stop-and-W ait

a The sim plest form of flow control is stop-and-wait

a The sender transm its a frame and waits for an acknow ledgm ent from the receiver

g Based on the receiver’s response, or lack

thereof, the sender either sends the next frame or retransm its the last one

a If the two stations are sim ultaneously exchanging data, acknow ledgem ents may be piggybacked in data frames

Spring’00 ARQ Schemes

DLC 9

DLC Flow Control

Stop-and-W ait

Sender

Data

Ack

Data

Data

Ack

Ack

Time Time

WT

WT

WT

WT: Waiting Time

Receiver

Spring’00 ARQ Schemes

DLC 10

Stop-A nd-W ait Flow Control

a The main advantage of Stop-A nd-W ait is its sim - plicity

a Its major draw back is the time spent by the sender waiting for acknow ledgem ents

g The waiting time increases with the link propa-

gation delay, causing poor performance of the schem e

Spring’00 ARQ Schemes

DLC 11

Flow Control Sliding Window Protocol

a Sliding window protocol allow s multiple frames to be in transit at one time.

a Prior to data transfer, the sender and the receiver agree on an initial window size

g The window size determ ines the number of

frames the sender can send without waiting for an acknow ledgem ent

a The efficiency of the sliding window protocol depends on the size of the window and the link propagation delay

Spring’00 ARQ Schemes

DLC 12

Flow Control Window Managem ent

a The sender maintains a sending window of the frames it is allow ed to send

a The receiver maintains a receiving window of the frames it expects to receive

a Each frame is uniquely identified by a sequence number

a The receiver acknow ledges frames by sending an acknow ledgem ent containing the sequence number of the next frame expected

g Multiple frames can be acknow ledged sim ul-

taneously, as an acknow ledgem ent containing a sequence number N+1 may be used to acknow ledge all frames including N

Spring’00 ARQ Schemes

DLC 13

Sliding Window Param eters

a A window is characterized by :

g Upper Window Edge (UWE) g Lower Window Edge (LWE) g K, the size of the window

a The frame flow is stopped if the difference betw een UWE and LWE becom es equal to K

Spring’00 ARQ Schemes

DLC 14

Sliding Window Depiction

0 1 2 3 4 5 6 7 0 1 2 3 4 5 6 7 acknowledgements

Frames waiting

Frames that may be transmitted

Frames already acknowledged

Frames already transmitted shrinks as frames

Upper Window Edge

are received expends as acks

Lower Window Edge

are sent

shrinks as frames

0 1 2 3 4 5 6 7 0 1 2 3 4 5 6 7 acknowledged

Frames to be

Frames that may

be accepted

Frames already acknowledged

Frames already received

Upper Window Edge

are sent expends as acks

Lower Window Edge

are received

Sender’s Perspective

Receiver’s Perspective

Spring’00 ARQ Schemes

DLC 15

Sliding Window Dynam ics

0 1 2 3 4 5 6 7 0 1 2 0 1 2 3 4 5 6 7 0 1 2

0 1 2 3 4 5 6 7 0 1 2 0 1 2 3 4 5 6 7 0 1 2

0 1 2 3 4 5 6 7 0 1 2

0 1 2 3 4 5 6 7

Max Window Size of 7

0 1 2

0 1 2 3 4 5 6 7 0 1 2

0 1 2 3 4 5 6 7 0 1 2

0 1 2 3 4 5 6 7 0 1 2

0 1 2 3 4 5 6 7 0 1 2

F3 F4 F5 F6 A4

Sender Receiver

F0 F1 F2

A3

Spring’00 ARQ Schemes

DLC 16

Sliding Window Size

a Sequence numbers occupy fields of bounded size

g A k-bit field produces a range of sequence

numbers from 0 to 2k - 1

g Fram es are numbered modulo 2^k

a Given a k-bit sequence number field, what should be the maxim um window size allow ed?

Spring’00 ARQ Schemes

DLC 17

Sliding Window Size Wrap Around Problem

a Assum e that the frame sequence numbers are modulo 2k and the window size is 2k

g For k=3 sequence numbers are modulo 8 and

window size is 8

g Sender sends frame 0 and receives Ack 1 g Sender expands its window , sends

1,2,3,4,5,6,7 and 0 and receives Ack 1 ‘ This could mean that all eight frames were received correctly and Ack 1 is cum ulative, or it could also mean that all 8 frames were lost and Ack 1 is a duplicate of the previous Ack 1

g Limiting maxim um window size to 7 elim -

inates this problem

a In general, if frames are numbered modulo 2k , the maxim um window can only be 2k - 1

Spring’00 ARQ Schemes

DLC 18

DLC Error Control

a Errors may occur during transm ission

g Lost frames fail to arrive at the destination g Dam aged frames are not recognizable

a Autom atic Repeat Request (ARQ) is the most com mon technique used to control errors over transm ission links

g Error detection g Positive acknow legm ents are sent in response

to error-free frames

g Negative acknow legm ents are sent in

response to frames in error

g Retransm ission after timeouts in response to

absence of acknow ledgm ents

Spring’00 ARQ Schemes

DLC 19

Error Control

a Regardless of the design of the transm ission system , there will be errors

g While thermal noise errors may be reduced to

vanishingly sm all rates, bursty impulse noise may still result in substantial errors

Spring’00 ARQ Schemes

DLC 20

Error Control

a Errors can occur both at the bit and the packet level

g At the bit level, bit corruption due to noise g At the packet level, packet loss, duplication,

or delivery out of order

Spring’00 ARQ Schemes

DLC 21

Error Control

a Bit level error control use redundancy to detect, and in som e cases, correct errors

a Bite level error control is usually enforced on a hop-by-hop basis

g Hop-by-hop error control is usually required

for links with high error rates

a Higher level errors are enforced end-to-end

Spring’00 ARQ Schemes

DLC 22

Block Codes

a Block code based error control schem es use redundancy to detect errors

g The coded stream contains blocks of bits in

direct correspondence to a block of data bits ‘ k bits are encoded in n bits so that (n - k) bits are used for redundancy

Spring’00 ARQ Schemes

DLC 23

Error Detection Techniques

Parity Check

a The sim plest error detection schem e is to append a parity bit to the end of each word in the frame

a Even Parity:

g The parity bit, f_{even} , is set as :

f_{even} = i=1 S^{n d}i^{modulo 2}

g d_i is the ith data bit (0 or 1)

a Odd Parity:

g The odd bit, f_{odd} , is set as :

f_{odd} = i=1 S^{n d}i^{modulo 2 XOR 1}

g d_i is the ith data bit (0 or 1)

Spring’00 ARQ Schemes

DLC 24

Parity Bit

a If two, or any even number of bits, are inverted, an undetected error occurs

a Another problem with the use of parity bits is that noise impulses are often long enough to destroy more than one bit, particularly at high data rates

g May not be very effective in data com munica-

tion netw orks

Spring’00 ARQ Schemes

DLC 25

Error Detection Techniques

Row and Colum n Parity

a Vertical Redundancy Check:

g Add a row r such that bit, f_{i,r} , is set as :

f_{i,r} = k=1 S^{n d}ik^{modulo 2}

a Longitudinal Redundancy Check:

g Add a colum n c such that bit, f_{c ,j}, is set as :

f_{c ,j} = k=1 S^{m d}kj^{modulo 2}

where m is the number of characters and n is the number of bits per character, and dij is the bit j of character i

Spring’00 ARQ Schemes

DLC 26

VRC and LRC

. . . . . . . . . . .

. . . . . . . . .

. . . . . . . . .

Character Parity Bits

Character 1

Character 2

Character 3 . . . Character m

Block Check Character

. . . f d_{11} d_{12}

.

d

f

13 d_{1n}

. . . f d_{21} d_{22} d_{23} d_{2n}

f_{3r} d d d_{33} d

. . . f_{mr} d_{m1} d_{m2} d_{m3} d_{mn}

. . . f_{cr} f_{c1} f_{c2 c3} f_{cn}

1r

31 32 3n

2r

Spring’00 ARQ Schemes

DLC 27

Rectangular Code Reliability

a A single bit error, in one row or in one colum n, is detected as a parity failure and corrected

0 1 0 0 Received

1 1 0

0

0 1 1 1

1 0

0

1 0

Transmitted

1 0 0 0 1 0 1 0

0 0 1

Initial String

0

1 0 0 0 1 0 1 0 0

Parity

Wrong Parity Error Detected and Corrected

Wrong

1 0 0

Inverted

1 1 0 0 1 0 1 0 1 0 0 1 1 0 0 1 0 0 1

0

1 0 0 0 0 1 0 0 1 1 0 0 0 0 1 0 1 1 1 0 0 0 1 0 1 1 1 1 0 0 1 0 1 0 0 0

0 0 1 0 0 0 1 1 1

1 1 0 0 1 1 0 1 0 0

0 0 1 0

1 1 0

0 0

0 1 1 0 1

0

1 0 1

a It two errors occur in the sam e row or colum n, the code can only detect them

g Error cannot be corrected

Spring’00 ARQ Schemes

DLC 28

Rectangular Code Reliability

a In general, rectangular codes are easy to com - pute

g It can detect and correct single bit errors g It can detect multiple-bit errors, but may not

correct them

a Before com puting the code, at least one row of bits must be accum ulated in mem ory

g May introduce coding delay

Spring’00 ARQ Schemes

DLC 29

Error Detection Techniques

Cyclic Codes

a The technique is know n as Cyclic Redundancy Check (CRC)

g Given a k-bit frame message, the transm itter

generates an n-bit sequence, CRC, so that the resulting frame, consisting of k+n bits, is exactly divisible by a generator polynom ial

g The receiver divides the incom ing frame by

the sam e generator polynom ial, and if there is no rem ainder, assum es the message is correct

Spring’00 ARQ Schemes

DLC 30

Cyclic Codes

a The main idea is based on Modulo 2 arithm etic

a Polynom ials

a Shift registers and exclusive-or gates

Spring’00 ARQ Schemes

DLC 31

Cyclic Codes Modulo 2 Arithmetic

a Modulo 2 arithm etic uses binary addition with no carries, which is just exclusive-or operation

1 1 0 0 1

1 1 0 0 1

1 1 0 0 1

1 1 1 1 + 1 0 1 0

0 1 0 1

·

0 1 1 1 1 0

1 1

Spring’00 ARQ Schemes

DLC 32

Cyclic Codes Polynom ials

a M = k-bit message, the first k bits of T

a F = n-bit FCS, the last n bits of T

a T = (k+n)-bit frame to be transm itted, with n<k

a P = Pattern of n + 1 bits

g P is a predeterm ined divisor

a The objective is to produce a frame T such that

T/P has no rem ainder

Spring’00 ARQ Schemes

DLC 33

Cyclic Codes Polynom ials

a It should be clear that T = 2n M + F

g Multiplying M by 2^n causes it to be shifted to

the left by n bits and padded with 0’s

g Adding F results in the concatenation of M

and F which is T

Spring’00 ARQ Schemes

DLC 34

Cyclic Codes Polynom ials

a How must T be constructed to be exactly divisible by P ?

g Notice that P2^n Mhhhhh = Q + PRhh, where Q is a

quotient and R is a rem ainder

g Since division is binary, the rem ainder is

always one bit less than the divisor ‘ Therefore, use R as the Fram e Check Sequence ‘ T = 2^n M + R

Spring’00 ARQ Schemes

DLC 35

Cyclic Codes Polynom ials

a T = 2^n M + R satisfies the condition a P Thh = P 2^n M + R hhhhhhhhh a P Thh = Q + P Rhh + P Rhh g PRhh + PRhh = 0, modulo 2 addition (XOR) a P Thh = Q , is divisible by P

Spring’00 ARQ Schemes

DLC 36

Cyclic Codes Sending Procedure

a Given a k-bit message M, a (n+1)-bit pattern P , produce the message T to be transm itted

g 1. Multiply M by 2^n g 2. Divide the product by P , to produce a

rem ainder R

g 3. Add the rem ainder R to 2^n M to produce T g 4. Transm it T

Spring’00 ARQ Schemes

DLC 37

Cyclic Codes Receiving Procedure

a Receiver receives T and divides it by P

g If the receiver produces no rem ainder, it is

assum ed that there have been no errors

g A non-zero rem ainder signals the presence of

errors

Spring’00 ARQ Schemes

DLC 38

Cyclic Codes Analysis

a An error will only be undetectable if it is divisible by P (X)

g P (X) =_{i=0}S^n a_ix^i, where a_i represents the

coefficient corresponding to the bit in the binary number

g P = 110011 results in :

‘ P (X) = X_5 + X_4 + X + 1

a It can be show n that all of the follow ing are not divisible by P and hence are detectable

g All single-bit errors g All double-bit errors, as long as P (X) has at

least three terms

g Any odd number of errors, as long as P (X)

contains a factor (X + 1)

g Any burst of errors for which the length of the

burst is less than the length of the FCS

g Most of large burst errors

Spring’00 ARQ Schemes

DLC 39

Standard Generator Polynom ials

a CRC-12: 1 + X + X2 + X3 + X11 + X12

a CRC-16: 1 + X2 + X15 + X16

a CRC-ITU: 1 + X5 + X12 + X16

a CRC-32:

1 + X + X^2 + X^4 + X^5 + X^7 + X^8 + X^{10} + X^{11} + X^{12} + X^{16} + X^{22} + X^{23} + X^{26} + X^{32}

Spring’00 ARQ Schemes

DLC 40

CRC Implem entation

a The CRC process can be implem ented as a dividing circuit consisting of XOR gates and a shift register

g The shift register is a string of 1-bit storage

device, ‘ Each device has an output line which indicates the value currently stored, and an input line

Spring’00 ARQ Schemes

DLC 41

CRC Implem entation

a The circuit is implem ented according to the following rules:

g The register contains n bits, equal to the

length of the FCS

g There are up to n XOR gates g The presence or the absence of a gate

corresponds to the presence or the absence of a term in the divisor polynom ial, P (X)

Spring’00 ARQ Schemes

DLC 42

CRC Implem entation

a General CRC architecture to implem ent divisor

1 + a_1X + a_2X^2 + . . . + a_{n - 1}X^{n - 1} + X^n

+ + + + c n-2 c n-1 c2 c1 c0

a n-2 a n-1 a2 a1 a3

+ +

x x x x x

Input

Spring’00 ARQ Schemes

DLC 43

CRC Implem entation

Exam ple

a M(X) = X^9+ X^7 + X^3 + X^2 + 1

g Message M = 1010001101

a P (X) = X^5+ X^4 + X^2 + 1

g Divisor P = 110101

Spring’00 ARQ Schemes

DLC 44

CRC Implem entation

Exam ple

C 4 C 3 C 2 C 1 C 0

C 2 C 1 C 0 C 4 C 3 + + + C 4 Input

5 Z e r o s

= 1-bit shift register = XOR circuit

C 4 C 1 C 4 C 3 Input 0 1 0 0 1 0 0 0 0 0 0 0 0 1 1 1 0 1 1

0 0 0 0 0 0 0 0

1 0 1 1 0 1 0 1 0 1 1 1 0 1 1 1 1 0

Init

1 1 1 1 0 1 1 1 1 1 1 1 0 0 1 1 0 1 0 1 1 0 1 1 0 0 1 1 1 0 1 1 0 1 0

0 0 1 1 0 0 0 0 0 1 1 1 0 0 0 0 1 1 0 0 1 1 1 0 0 1 0 1 1 1 1 1 0 1 1 0 1 1 1 1 0 0 1 0 1 1 0 0 1 0 1 0 0 1 1 0 0 1 0 0 1 1 1 -

M e s s a g e (MSB)

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

Input

Steps

Spring’00 ARQ Schemes

DLC 45

Error Correction Code Ham ming Code

a Error correction is based on ‘‘valid codew ords’’

g A valid codew ord is a com bination of a user’s

data bits and redundant information

g An ‘‘errored codew ord’’ is a valid codew ord

with one or more corrupted bits

a A key idea in error coding is that we can NOT detect an error if it corrupts a valid codew ord in way such that the resulting codew ord is identical to another valid codew ord

g Valid codew ords must be distant enough so

that codew ords derived from them cannot resem ble other valid codew ords

Spring’00 ARQ Schemes

DLC 46

Ham ming Distance

a The Ham ming distance betw een two codew ords is the minim um number of bit inversions required to transform one codew ord into another

g The Ham ming distance betw een "101101" and

"011101" is 2

a In general, to detect up to E errors all valid codew ords must be at least E + 1 apart from each other

g To correct up to E errors, the minim um dis-

tance must be at least 2E + 1

Spring’00 ARQ Schemes

DLC 47

Error Correction Single Bit Error

a Given any sequence of n bits, a single additional bit can detect single-bit errors

g The additional bit is enough to distinguish

betw een two states: error or no error

g Not enough to correct errors

a In general, to correct a single error in a sequence of n bits, enough redundancy bits must be added to distinguish betw een n +1 states

g No error, error in bit 1, error in bit 2, .... error

in bit n

a How about if the errors occur in the redundancy bits?

Spring’00 ARQ Schemes

DLC 48

Redundancy Bits

a Let m be the number of data bits, and r the number of redundancy bits required to correct errors

g Total number of bits in a codew ord is m + r g r must then distinguish betw een m + r + 1

states ‘ One state of no error, and m + r states for errors in each location

g r must satisfy:

2^r ‡ m + r + 1

Spring’00 ARQ Schemes

DLC 49

Ham ming Code

a The question still rem ains how to manipulate these bits to correct errors?

g Ham ming code: perfect code

Spring’00 ARQ Schemes

DLC 50

Perfect Parity Code

a Let n = m + r be the n-bit code word written as : b_1,b_2,....,b_n

a Parity bits are defined as bits in positions corresponding to pow ers of 2 b_1,b_2,b_{4,}....,b_2r

a The rule for creating parity bits is that the parity bit b 2l checks all bits bp whose bit positions p , when written in base 2 representation, have 1 in the lth position

Spring’00 ARQ Schemes

DLC 51

Perfect Parity Code Exam ple

1 1 0 1

0011

0101

0 Parity Bits

Data 1 0

1 0 1 0 1 0 0 1 1 1 0

0111

8 0111 0110 0101 0100

1011

b

Adding

b_2

Adding

b_4

Adding

1010 1

Code

Adding

b_1

LSB of p’s based 2 representation is at position 0

0 1001 1000

0 0 1

1 0

0 0110

0001

0010 1 2 3 0111

1001

1011 1

1 0011

1011 1010 4 1 1 1

0 0 0 1 5 6 7 8 9 10 11

0

1 2 3 1 1 1 1 0 0 11 456789 10

0 1 2 3 1 1 1 1 0 0 11 456789 10

0

1 2 3 1 1 1 1 0 0 11 456789 10

0 1 2 3 1 1 1 1 0 0 11 456789 10

Spring’00 ARQ Schemes

DLC 52

Ham ming Code Error Checking

5 6 7 8 9 10 4 0 0 1 1 2 3 11 1 0 1 1

0 0 0 1

10 11 1 0 1 1

9 2345678

0 0 0

Error

Transmitted Received

Bit 7 is in error

Receiver inverts bit 7

0 111

1 2 3 4 5 6 1 10 0 7 0 0 0 1 8 9 10 11 1 0 1

1

1 0 0 0 3 4 5 6 7 8 2 1 0 0 1 1 1 10 0 8 9 10 11 1 1 7 1 1 2 3 4 5 6 9

1 1 0 0 0 0 6 7 8 9 10 11 1

1 0 0 1

5

0 0 10 11 1 0 1 1 0

0 1 1 2 3 4 0 1

Spring’00 ARQ Schemes

DLC 53

DLL Error and Flow Control ARQ Standard Techniques

a Two major types of ARQ protocols:

g Stop-and-W ait ARQ, used typically with char-

acter oriented data transm ission protocols ‘ Also referred to as Idle ARQ

g Sliding Window ARQ, also referred to as con-

tinuous ARQ, used prim arily with bit oriented transm ission protocols ‘ Selective Repeat ARQ ‘ Go-back-N ARQ

Spring’00 ARQ Schemes

DLC 54

Stop-and-W ait ARQ

a Stop-and-W ait ARQ is a form of Stop-and-W ait flow control extended to include retransm ission of data in case of lost or dam aged frames

g Sender waits until it receives an acknow ledge-

ment from the receiver before it sends the next frame ‘ A copy of the last frame transm itted is kept in the sender’s buffer until the corresponding acknow ledgm ent is received

Spring’00 ARQ Schemes

DLC 55

Stop-and-W ait ARQ Acknow ledgm ents

a Acknow ledgem ents may be either positive or negative.

g Positive acknow ledgem ents (ACK) are issued

by the receiver upon receiving an error free frame. ‘ An invitation from the receiver to the sender to transm it the next frame.

g Negative acknow ledgem ents (NAK) are sent

by the receiver upon detection of an error. ‘ An indication to the sender that the frame needs to be retransm itted.

a To account for possible losses of the acknow ledgem ents, Stop-and-W ait ARQ uses timers ‘ At the occurrence of a time out, the sender retransm its the unacknow ledged frame.

Spring’00 ARQ Schemes

DLC 56

Stop-and-W ait ARQ Implem entation

a Implicit Retransm ission

g Receiver acknow ledges correctly received

frames

g Sender interprets absence of acknow ledg-

ments as ‘‘transm itted frame was corrupted’’

a Explicit Request

g Reciever sends negative acknow ledgm ents to

request retransm ission of corrupted frames

Spring’00 ARQ Schemes

DLC 57

Stop-and-W ait ARQ Implicit Retransm ission

a Error Free Transm ission

I(N)

I(N) Receiver

I(N+2)

I(N)

I(N+1)

I(N+1)

I(N+1) ACK(N) ACK(N+1)

Start Timer Reset Timer

Time

Sender

Spring’00 ARQ Schemes

DLC 58

Stop-and-W ait ARQ Implicit Retransm ission

a Fram e Error

I(N)

Time

I(N+1)

I(N)

I(N)

Start Timer

I(N)

I(N)

I(N)

Stop Timer

ACK(N) ACK(N)

Timer Expires Restart Timer

Sender

Receiver

Spring’00 ARQ Schemes

DLC 59

Stop-and-W ait ARQ Implicit Retransm ission

a Acknow ledgm ent Error

I(N)

Discarded

I(N+1)

I(N)

I(N)

Start Timer

I(N)

I(N)

I(N)

Stop Timer

ACK(N) ACK(N)

Timer Expires Restart Timer

Sender

Receiver

Time

Duplicate Detected and

Spring’00 ARQ Schemes

DLC 60

Stop-and-W ait Operation

Explicit Request

a Error Free Transm ission

I(N)

I(N) Time

Receiver

I(N+2)

Reset Timer

I(N+1)

Start Timer

I(N+1)

ACK(N)

I(N+1)

I(N) ACK(N+1)

Sender

Spring’00 ARQ Schemes

DLC 61

Stop-and-W ait ARQ

Explicit Request

a Fram e Error

I(N)

Time

Restart Timer

I(N+1)

I(N)

I(N)

Start Timer

I(N)

I(N)

I(N)

Stop Timer

NACK(N) ACK(N)

Sender

Receiver

Stop Timer

Spring’00 ARQ Schemes

DLC 62

Stop-and-W ait ARQ

Explicit Request

a Acknow ledgm ent Error

I(N)

Time

Discarded

Start Timer

I(N)

I(N) ACK(N)

Sender

Receiver

I(N+1)

I(N)

I(N)

I(N)

Stop Timer

ACK(N)

Restart Timer

Timer Expires

Duplicate Detected and

Spring’00 ARQ Schemes

DLC 63

Sliding Window ARQ

a Three features are added to extend sliding window flow control to deal with lost and dam aged frames

g Sender keeps copies of all transm itted frames

until they have been acknow ledged

g In addition to ACKs, the receiver has the

option of returning a NAK if the received data frame is dam aged ‘ Both ACKs and NAKs must be numbered ‘ ACKs carry the sequence number of the next frame expected ‘ NACKs carry the sequence number of the dam aged frame

g Sender is equipped with a timer to enable it to

handle lost acknow ledgm ents

Spring’00 ARQ Schemes

DLC 64

Sliding Window ARQ Timers

a In sliding window ARQ, a window size of N frames my be sent before an acknow ledgment must be received

a If N frames are waiting acknow ledgm ents, the sender starts a timer and waits before sending any more frames

a If the alloted time runs out and no acknow ledgm ent is received, the sender assum es that the frames are lost

g Sender retransm its one or all of the

frames, depending on the protocol ‘ Two strategies are used, Go-back-N and Selective Repeat

Spring’00 ARQ Schemes

DLC 65

Go-back-N

a Upon detecting an out-of-sequence frame, the secondary informs the prim ary to start retransm ission from a specified frame number

g A negative ACK is sent

‘ Usually referred to as a ‘‘Reject Fram e’’

Spring’00 ARQ Schemes

DLC 66

DLC Flow and Error Control

Go-back-N ARQ

a Go-back-N ARQ, a sliding window basedprotocol, for error and flow control

g Go-back-N ARQ allow s the sender to transm it

a series of data frames, within the sending window , without waiting for an acknow ledgement.

g The receiver uses the multiple acknow ledge-

ment schem e to positively acknow ledge error free frames.

g In case of an error, the receiver responds with

a NAK containing the sequence number of the frame in error, and discards all further incom - ing frames that the transm itter may have sent.

g Upon receiving a NAK, the sender retransm its

the frame in question and all succeeding frames.

g Go-back-N protocol uses timers to detect

time-outs.

Spring’00 ARQ Schemes

DLC 67

Go-back-N Corrupted Information Fram e

N N+1 N+2 N+4 N+5 N+3

N N+1 N+1 N+1 N+1 N+1

I(N) I(N+2) I(N+3) I(N+4)

N N+2 N+3 N+4

I(N+1)

Contents of

Link Receive

List

Receiver

N+1

N+2 Frames Discarded

V(R)

ACK(N)

N N N+1 N N+1 N+2 N+1 N+2 N+3

I(N) I(N+1) I(N+2) I(N+3) I(N+4) I(N+1)

N+4 N+3 N+2 N+1

N+4 N+3 N+1 N+2 N+4 N+3 N+1 N+2

I(N+2)

Sender

P enters retransmission state N+5 V(S)

TIME NAK(N+1)

Spring’00 ARQ Schemes

DLC 68

Go-back-N Corrupted ACK Fram e

N N+1 N+2 N+4 N+5 N+3

I(N+1)

N N N+1 N N+1 N+2

I(N) I(N+2) I(N+3) I(N+4)

N

I(N) I(N+1) I(N+2) I(N+3) I(N+4) I(N+5)

TIME

N+3 N+2 N+1 N

N+4 N+3 N+2 N+1 N N+3 N+4

N+1 N+2 N+3 N+4

Sender

Receiver

V(S)

N N+1 N+2 N+3 N+4 N+5

V(R)

Contents of

Link Receiver

List

Contents of

Link Sender List

A(N) A(N+1) A(N+2)

N+5

Spring’00 ARQ Schemes

DLC 69

Go-back-N Timeout

a Loss of an information frame is detected after the next information frame is received

g Requires a continuous stream of information

frames being ready to send ‘ Otherw ise, unacceptable long delays may occur, while secondary waits for next frame to be transm itted

Spring’00 ARQ Schemes

DLC 70

Go-back-N Timers

a To avoid long delays, prim ary em ploys a timeout mechanism

g Timer is started each time prim ary sends an

information frame

g Timer is reset when an ACK is received

a Fram e is retransm itted when the timer expires

Spring’00 ARQ Schemes

DLC 71

Go-back-N Timers

I(N+1)

N+1

A(N+1)

N N N+1

I(N)

I(N) I(N+1)

TIME

I(N+1)

N+1

T(N) Starts

T(N) Stops

T(N+1) Starts T(N+1) Expires/Reset T(N+1) Stops

I(N+1)

N

Receiver

Sender

N+1

N N+1 N+1 N+2

A(N)

Spring’00 ARQ Schemes

DLC 72

Timer Values

a Timeout interval selected must be greater than the worst-case propagation delay betw een transm itting a frame and receiving its corresponding acknow ledgm ent

a With a timeout mechanism , it is possible for secondary to receive duplicates

g This happens when acknow ledgem ents are

lost

Spring’00 ARQ Schemes

DLC 73

Selective Repeat ARQ

a Selective Repeat uses a more refined approach which requires sender to retransm it only the negatively acknow ledged frames

g Although more efficient, the schem e requires

that the receiver contains enough buffer space to hold the out-of-sequence frames

g More com plex logic is required at the sender

and the receiver side, respectively to reorder frames

g An ordered list of the last W received frames

may need to be maintained in order to detect duplicates

Spring’00 ARQ Schemes

DLC 74

Selective Repeat ARQ Rules

a The sender stores copies of the unacknow ledged frames and retransm its them afer a timeout

a The receiver stores copies of the packets it receives out of order and acknow ledges all the correct packets

a The receiver delivers packets to upper layer in the correct order

Spring’00 ARQ Schemes

DLC 75

Selective Repeat ARQ Acknow ledgm ent Strategies

a Selective Repeat ARQ can be implem ented using one of two possible strategies:

g Implicit retransm issions

‘ Receiver acknow ledges ‘‘individually’’ each frame received correctly ‘ Sender implicitly determ ines lost frames from sequence numbers carried by ACKs

g Explicit retransm ission

‘ Receiver sends explicit negative ACKs for missing frames

Spring’00 ARQ Schemes

DLC 76

Selective Repeat RQ Error Free Transm ission

I(N) I(N+1) I(N+2) I(N+3) I(N+4)

A(N+3)

N N N+1 N N+1 N+2 N+1 N+2 N+3 N+4 N+2 N+3 N+3 N+4

Sender

I(N) I(N+1) I(N+2) I(N+3) I(N+4)

N N+1 N+2 N+3 N+4

Contents of

Link Receiver

List

Receiver

N+2 N+1 N N+3 N+4 N+5 V(S)

Variable

Contents of Link Retransmission List

N N+1 N+2 N+3 N+4 Receiver Sequence

V(R)

Variable

Sender Sequence

TIME

A(N) A(N+1) A(N+2)

Spring’00 ARQ Schemes

DLC 77

Implicit Selective Repeat Corrupted Information Fram e

N+5

N N N+1 N N+1 N+2 N+1 N+2 N+3

I(N) I(N+2) I(N+3) I(N+4)

N

N+4 N+1

I(N) I(N+1) I(N+2) I(N+3) I(N+4) I(N+1)

TIME

I(N+1)

Sender

Contents of

Link Receive

List

N

A(N+4) A(N+3)

A(N) A(N+2)

N+1

N N+1 N+2 N+4 N+3 Content of Link Retransmission

List

N+1

A(N+1)

N+4 N+3 N+2 N+1 N+3 N+4 N+1

Retransmit N+1

Receiver

V(R)

V(S)

N+2 N+2 N+3 N+2 N+3 N+4 N+2 N+3 N+4 N+1

N+1 N+1 N+1

Spring’00 ARQ Schemes

DLC 78

Implicit Selective Repeat Corrupted ACK Fram e

N N+1 N+2 N+3 N+4

N N+1 N+2 N+3

Retransmit N

V(S)

Retransmission List

Contents of Link

V(R)

N N N+1 N N+1 N+2

I(N) I(N+2) I(N+3) I(N)

I(N) I(N+1) I(N+2) I(N+3)

TIME

I(N+1)

I(N)

N+3 N+2 N+1 N

A(N+1)

A(N+3) A(N+2) A(N) A(N)

N+2 N+3 N N+3 N N

Sender

Receiver

Duplicate Dropped

N N+1 N+2 N+3

Contents of

Link Receive

List

Spring’00 ARQ Schemes

DLC 79

Explicit Selective Repeat Corrupted Information Fram e

N+5

N N N+1 N N+1 N+2 N+1 N+2 N+3

I(N) I(N+2) I(N+3) I(N+4)

N

Retransmission

List

Link

Contents of N N+1 N+2 N+4 N+5 N+3

I(N) I(N+1) I(N+2) I(N+3) I(N+4) I(N+1)

TIME

I(N+1)

Contents of

Link Receive

List

N+4 N+3 N+2 N+1

N+1 N+4 N+3 N+2 N+2 N+3 N+4 N+1 N+5

I(N+5)

N N+1 N+1 N+1

V(S)

Sender

Receiver

V(R)

N+2

NAK(N+1)

A(N)

N+2 N+3 N+2 N+3 N+4

N+1 N+1

Spring’00 ARQ Schemes

DLC 80

Selective Repeat ARQ

Window Size

a Consider a 3-bit sequence number field and allow a window size of 7

a Sender sends frames 0 through 6 to receiver

a Receiver cum ulatively acknow ledges with Ack 7

a Ack 7 is corrupted and lost

a Sender times out and retransm its frame 0

a Receiver has advanced its window to accept 7,

0, 1, 2, 3, 4, and 5

g Receiver concludes that frame 7 is lost and

accepts the received frame as the ‘‘new’’ frame 0.

Spring’00 ARQ Schemes

DLC 81

Selective Repeat ARQ Window Size

a Ambiguity in the previous scenario is caused by the overlap betw een the sending and receiving window

g To overcom e this problem , window size limita-

tion must be more restrictive for Selective Repeat ARQ

a In general, for a k-bit sequence number field, which provides a sequence number range of 2k , the maxim um window size is limited to 2k- 1

Spring’00 ARQ Schemes

DLC 82

Selective Repeat ARQ Window Size Rules

a If W is the window size, the frames are numbered consecutively 0,1,2, ..., 2W- 1, 0,1, ....,2W- 1

a The (n + W)th packet cannot be transm itted while the n th packet is still unacknow ledged

Spring’00 ARQ Schemes

DLC 83

Effect of Duplicates

a With Go-back-N, duplicates are easily detected and discarded

g The sequence number of the duplicate differs

from the current sequence number of the expected frame

a With selective repeat, duplicates can only be detected if secondary maintains an ordered list of the last N received frames

g Value of N depends on the flow control

mechanism used

Spring’00 ARQ Schemes

DLC 84

Link Utilization

a The efficiency of a data link protocol is defined as the fraction of time that new packets are being sent,

a Assum ing that the sender always has packets to transm it and the link transm ission error is e , the efficiency of data link protocol, p , can be defined as:

h(p ,e ) = S TRANSP hhhhhhhhh

a S is the total time to transm it a packet

Spring’00 ARQ Schemes

DLC 85

Stop-and-W ait Link Utilization

I(N)

I(N)

PROP = Propagation Delay

TRANSP = Packet Transmission Time

PROC = Packet and Ack Processing Time

TRANSA = ACK Transmission Time

PROP = Propagation Delay successive transmissions

S=Minimum time between

A(N)

A(N)

PROC = Ack processing time

Time

a S = TRANSP +2PROP +2PROC +TRANSA

Spring’00 ARQ Schemes

DLC 86

Stop-and-W ait Link Efficiency

Error Free Link

a Assum ing an error free link, Stop-and-W ait efficiency is:

h(S&W,0) = TRANSP +2PROP +2PROC +TRANSA

TRANSP hhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhh

Spring’00 ARQ Schemes

DLC 87

Stop-and-W ait Link Efficiency

Error Free Link

a In practice, in most environm ents where Stopand-W ait is adequate:

g Time to process an frame, PROC , is negligi-

ble com pared to transm ission time, TRANSP

g Time to process an ACK, PROC , is negligible

com pared to transm ission time, TRANSA

g Also, TRANSA is negligible com pared to

TRANSP

a The efficiency of error-free Stop-and-W ait is:

h(S&W,0) = TRANSP +2PROP

TRANSP hhhhhhhhhhhhhhhhh = 1 + 2a 1 hhhhhhh

‘ a =

TRANSP

PROP hhhhhhhhh

Spring’00 ARQ Schemes

DLC 88

Significance of Param eter a

a For shorter links a <<1

g Link utilization is close to 100% , and is

independent of the data rate ‘ Thus, Stop-and-W ait is adequate for modem based data packet netw orks

a For longer terrestrial links, the utilization is high for low data rates, but falls significantly as data rate increases

g Stop-and-W ait utilization is poor for satellite

links, even at low data rates

Spring’00 ARQ Schemes

DLC 89

Stop-and-W ait Link Utilization

Error Prone

Time

Timeout Timeout

Error

I(N)

A(N)

I(N) I(N)

I(N)

I(N) A(N)

A(N) S

T: Total Time to transmit a packet and its ack

B E

B B B E

[Timeout, p]

Error

No Error [S, (1-p)] Probability

Probability

Duration

Duration

Sender

Receiver

a The param eter p represents the probability that a packet or its acknow ledgm ent is in error

Spring’00 ARQ Schemes

DLC 90

Total Transm ission Time

Average Value, E [T]

a The average value of the random time, T, can be expressed as follow s:

E [T] = (1- p )·S +p ·(timeout + E [T])

a Solving for E [T], results in :

E [T] = S + (1- p ) p ·timeout hhhhhhhhhh

Spring’00 ARQ Schemes

DLC 91

Stop-A nd-W ait Efficiency

Error Prone

a The efficiency of Stop-A nd-W ait can be expressed as:

h(S&W,p ) = E [T]

TRANSP hhhhhhhhh

h(S&W,p ) = (1- p )·S +p ·timeout

(1- p )·TRANSP hhhhhhhhhhhhhhhhhhh

Spring’00 ARQ Schemes

DLC 92

Selective Repeat Protocol Analysis

a In the absence of errors, the timing diagram of SRP is as follow s:

Seq. Nbr.

0 1 2 3

1 2 3 4

11th and 12th frame, respectively

Frame 5 6 7 8 4 5 6 7

S = Time to send a frame and receive an acknowledgment

W= 4

Next expected frames are numbered 0, 1, 2, 3 and correspond to 9th, 10th

Spring’00 ARQ Schemes

DLC 93

Selective Repeat Protocol Analysis

a SRP evolution proceeds in cycles of duration S during which W frames are transm isstted

g S = TRANSP +2PROP +2PROC +TRANSA

a The efficiency of SRP depends on the length of

S in com parison to W · TRANSP

Spring’00 ARQ Schemes

DLC 94

Selective Repeat Protocol Analysis

a Assum e that W · TRANSP > S

g The sender transm its continuously since

the acknow ledgem ent of the frame numbered 0 is received before frame W- 1 has been transm itted

h(SRP ,0) = 100%

a Assum e that W · TRANSP < S

g The acknow ledgem ent of the frame num-

bered 0 is received after the frames 0, 1, ..., W- 1 have been transm itted

h(SRP ,0) = W· S TRANSP hhhhhhhhh

a In general,

h(SRP ,0) = min(W· S TRANSP hhhhhhhhh,1)

Spring’00 ARQ Schemes

DLC 95

Selective Repeat Protocol Analysis

a In this case, we assum e errors and W = ¥

g Select timeout > S g Let p be the probability that a transm ission

error corrupts either a frame or its ACK

g Let Y = Average number of times a frame is

transm itted Y = 1·(1- p ) + 2·p (1- p ) + . . . i·p^{i- 1}(1- p ) + . . .

Y = (1- p ) i=1 S^{¥ i·p i- 1 =}_{(1- p )}2^{(1- p )hhhhhhh =}_{(1- p )}^{1hhhhhh}

Spring’00 ARQ Schemes

DLC 96

Selective Repeat Protocol Analysis

With Infinite Buffers

a Since W = ¥ , the sender never waits and keeps sending continuously

a The total time a frame takes to be transm itted successfully is (1- p )

TRANSP hhhhhhhhh

h_¥ =

(1- p )

TRANSP hhhhhhhhh

TRANSP hhhhhhhhhh = 1 - p

Spring’00 ARQ Schemes

DLC 97

Selective Repeat Protocol Analysis

With Finite Buffers

a In this case the follow ing assum ptions are made

g Let p be the probability that a transm ission

error corrupts either a frame or its ACK

g Let S = W · TRANSP = timeout

‘ These assum ptions mean that the sender detects a transm ission error just when it is about to get an ACK

g It is also assum ed that errors are rare

‘ p · W £ 0.1

Spring’00 ARQ Schemes

DLC 98

Selective Repeat Protocol Analysis

With Finite Buffers

a Probability of more than one error out of W successive transm ission, either frame or ACK, is negligeable

Prob (more than one error ) =

1 - (1- p )^W - Wp ·(1- p )^{W- 1}

a Since p ·W is sm all, Prob (more than one error ) is also sm all

Spring’00 ARQ Schemes

DLC 99

Selective Repeat Protocol Analysis

With Finite Buffers

a Assum e frame 1, or its ACK, is lost then four frames are transm itted during the period timeout +S

Frame

W= 4

1

Finite Buffers

Four Packets Transmitted in (S + timeout)

S Timeout 2 3 4 1

Spring’00 ARQ Schemes

DLC 100

Selective Repeat Protocol Analysis

With Finite Buffers

a If frame 2 or its ACK is lost, then five frames are transm itted during TRANSP +timeout +S

Five Frames Transmitted in (TRANSP + Timeout + S)

2

Frame

6

TRANSP

S 1 2 3 4 5

Timeout

W= 4

Finite Buffers

Spring’00 ARQ Schemes

DLC 101

Selective Repeat Protocol Analysis

With Finite Buffers

a If frame 3 or its ACK is lost, then six frames are transm itted during 2·TRANSP +timeout +S

Six Frames Transmitted in (2 · TRANSP + Timeout + S)

6

Frame

2 · TRANSP

3 7 S 1 2 3 4 5

Timeout

W= 4

Finite Buffers

Spring’00 ARQ Schemes

DLC 102

Selective Repeat Protocol Analysis

With Finite Buffers

a Based on the above, the evolution of SRP can be view ed as a succession of cycles that are statistically equivalent

g A sequence of events starts after the res-

transm itted copy has been acknow ledged

g Each event occurs with a probability p (1- p )^3

‘ Probability that a specific frame, or its ACK, is lost and not the other frames or ACKs

Spring’00 ARQ Schemes

DLC 103

Selective Repeat Protocol Analysis

With Finite Buffers

a Let Ni, (i‡1) represent the number of frames transm itted if the ith frame, or its acknow ledgement, is in error

a Let Ti, (i‡1) represent the duration of time in which Ni packets are transm itted

g For exam ple, assum ing W=4 :

‘ N_0 = 4 = W and T_0 = S = W·TRANSP ‘ N_1 = 4 = W+(1 - 1), and

T_1 = S + timeout = 2·W·TRANSP

g In general, for 1£i£W, we can show :

‘ N_i = W + i - 1, and

T_i = (2·W + i - 1)·TRANSP

Spring’00 ARQ Schemes

DLC 104

Selective Repeat Protocol Analysis

With Finite Buffers

a Let t n = duration of cycle number n (random variable)

a Let Xn = Number of packets transm itted during cycle number n (random variable)

(t_n ,X_n )= I K L(T^i,N^i)

(T_0,N_0)

with prob p (1- p )^{W- 1} with prob (1- p )^W

where

g N_0 = W, and g T_0 = W·TRANSP

g N_i = W + i - 1, and g T_i = (2·W + i - 1)·TRANSP , for 1£i£W

Spring’00 ARQ Schemes

DLC 105

Selective Repeat Protocol Analysis

With Finite Buffers

a Using the fact that (1- p )W ~ 1 - pW and

p (1- p )^{W- 1}~p , we have:

(t_n ,X_n ) ~ I K L(T^i,N^i)

(T_0,N_0)

with prob p with prob (1- pW )

a The efficiency of SRP is :

TRANSP · (t_1 + t_2 + . . . + t_n )

(X_1 + X_2 + . . . + X_n ) hhhhhhhhhhhhhhhhhhhh

a Recall that the law of large numbers states that:

g The arithm etic mean of a large number of sta-

tistically equivalent and independent random variables is alm ost equal to their expected values

Spring’00 ARQ Schemes

DLC 106

Selective Repeat Protocol Analysis

With Finite Buffers

a Using the law of large number, the efficiency of SRP can be written as :

TRANSP · n (t_1 + t_2 + . . . + t_n ) hhhhhhhhhhhhhhhhhh n (X_1 + X_2 + . . . + X_n ) hhhhhhhhhhhhhhhhhhhh hhhhhhhhhhhhhhhhhhhhh = TRANSP E (t_n )

E (X_n ) hhhhhh

E (X_n ) ~ (1- Wp )N_0 + p (N_1 + . . . + N_W )

E (X_n ) ~ W + 2 pW (W- 1) hhhhhhhhhh

E (t_n ) ~ (1- Wp )T_0 + p (T_1 + . . . + T_W )

E (t_n ) ~ W·TRANSP ·(1 + 2 p (3W- 1) hhhhhhhhh)

Spring’00 ARQ Schemes

DLC 107

Selective Repeat Protocol Analysis

With Finite Buffers

a Using the above analysis, the efficience of SRP can be expressed as:

h(SRP ,p ) ~ 2 + p (3W- 1)

2 + p (W- 1) hhhhhhhhhhhhh

Spring’00 ARQ Schemes

DLC 108

Go-Back-N Analysis

a Let p be the probability that a transm ission error corrupts either a frame or its ACK

a Let S = timeout = W·TRANSP

g The assum ptions mean that the sender

detects a transm ission error just when it is about to get an ACK

Spring’00 ARQ Schemes

DLC 109

Go-Back-N Analysis

a The evolution of G-Back-N can be described as :

3 4 5 6

Starting from 1

Retransmit all Frames

9 7 2 1 8 1

Frame

Timeout = Wasted Time 2 3 4 5 6 7

Spring’00 ARQ Schemes

DLC 110

Go-Back-N Analysis

a The state diagram of G-Back-N can be described as :

(timeout, p)

S

(timeout, p)

(TRANSP, 1-p) Sn-2 n-1 nS (TRANSP, 1-p)

(timeout, p)

a S_n represents the state where n frames rem ain to be transm itted

Spring’00 ARQ Schemes

DLC 111

Go-Back-N Analysis

a Using a sim ilar argum ent as in ABP analysis

g The average time per frame (i.e., move from

one arbitrary state i to the next adjacent state i- 1) is :

TRANSP + (1- p ) p ·timeout hhhhhhhhhh

a Go-Back-N efficiency can then be expressed as: h(GBN,p ) = 1 + 1 - p pW hhhhh 1 hhhhhhhhhh

Spring’00 ARQ Schemes

DLC 112

Classes of Data Link Layer Protocols

a Based on the framing technique:

g Character-oriented protocol

‘ Asynchronous and Synchronous

b Control characters are used to delim it frames and to control data interchange.

g Byte-count oriented protocol

‘ A byte count is included into the frame header to determ ine the length of the data field.

g Bit oriented protocol

‘ The objective is to achieve code independence, adaptability, high reliability, and high efficiency.

Spring’00 ARQ Schemes

DLC 113

Character-O riented Protocols

Asynchronous

a A number of asynchronous character-oriented protocols have been developed

g Kerm it g XMODEM, YMODEM and ZMODEM

a No timing coordination is required betw een the sender and the receiver

g Not com plex

a Used mostly in modem based connections

Spring’00 ARQ Schemes

DLC 114

Character-O riented Protocols

Synchronous

a Character-oriented DLC protocols were also developed for synchronous links

a They use special characters to delineate the various fields of a packet and to control the necessary protocol functions

g Transparency is achieved by stuffing charac-

ters

a Bisync (Binary Synchronous Communication System ) is the most popular of synchronous character-oriented protocols

g Bisync was the de facto standard DLC proto-

col for synchronous com munications.

g In use since 1968 betw een IBM com puters and

batch and video display terminals

Spring’00 ARQ Schemes

DLC 115

Byte-C ount Oriented Protocols, DDCMP

a DDCMP, is an acronym for Digital’s Data Communication Messages Protocol, developed by Digital Equipm ent Corporation.

a Keep track of the ‘‘byte count’’.

a DDCMP can be used on synchronous or asynchronous data links, half duplex or full duplex transm ission, serial or parallel com munications, and on multipoint or point-to-point links.

a Balanced protocol (e.g., no controlling station) for point-to-point links.

a Sliding Window Go-Back-N flow control

Spring’00 ARQ Schemes

DLC 116

Bit Oriented Protocols

a Currently the most implem ented DLC protocols.

a Bit stream s not divided into characters.

a Designed to satisfy a wide variety of data link requirem ents

g Point-to-Point and Multipoint links g Half-duplex and Full-duplex operations g Prim ary-secondary interactions g Links with large and sm all ratio of propagation

time to frame transm ission time.

Spring’00 ARQ Schemes

DLC 117

Popular Bit Oriented DLC Protocols

a A number of very sim ilar bit-oriented protocols have achieved widespread use.

a HDLC, High Level Data Link Control, developed by the ISO for standardization (ISO 3309).

a ADCCP, Advanced Data Communication Control Procedures, developed by ANSI (ANSI X3.66) and adopted with very minor changes by the U.S. National Bureau of Standards (equivalent to HDLC).

a LAP-B, Link Access Protocol Balanced, adopted by the CCITT as part of X.25 packet-sw itching netw ork standard (subset of HDLC).

a SDLC, Synchronous Data Link Control, used by IBM. This is not a standard but it is the original bit-oriented protocol (subset of HDLC).

Spring’00 ARQ Schemes

DLC 118

Bit Stuffing Sender Perspective

a Flag Fields delim it the frame at both ends with a unique pattern 01111110.

g Bit stuffing prevents this pattern from occur-

ring in the middle of the data.

a For every sequence of five consecutive 1s of information data, the sender inserts one redundant 0 after the 5th 1.

g 011111111000 0111110111000

‘ The redundant 0 is inserted regardless of whether the sixth bit is 1 or not

Spring’00 ARQ Schemes

DLC 119

Bit Stuffing Receiver Perspective

Channel

Start

After 1 zero and 5

consecutive 1s

7th Bit? 1 0

Unstuff Zero

Reset Counter

8th Bit? 0 1

Flag Recongnized

Countinue counting

1s until next 0

Total 1s? >= 15 <15

Abort Idle

Spring’00 ARQ Schemes

DLC 120

Characteristics of HDLC Environm ent

a Two link configurations

g Unbalanced configuration, used in point-to-

point and multipoint (not in LAP-B).

g Balanced configuration, used only in point-to-

point operation (not in SDLC).

Spring’00 ARQ Schemes

DLC 121

HDLC Link Types

Ack

Init

Station B Does not know that.

Station A knows initialization has succeeded

Station B Station A

Unbalanced (Master-Slave) Link initialization

Spring’00 ARQ Schemes

DLC 122

Balanced Link Initialization

ACK

ACK/INIT

INIT

3-way Handshake

Spring’00 ARQ Schemes

DLC 123

HDLC Station Types

a Three types of stations

g Prim ary, controls the operations of the link. g Secondary, operates under the control of

the prim ary station.

g Combined station, com bines the features of

both prim ary and secondary stations.

Spring’00 ARQ Schemes

DLC 124

HDLC Transfer Modes

a Three data transfer modes of operations

g Normal Response Mode (NRM) g Asynchronous Response Mode (ARM) g Asynchronous Balanced Mode (ABM)

‘ LAP-B

Spring’00 ARQ Schemes

DLC 125

HDLC Transfer Modes Normal Response Mode

a Unbalanced configuration.

a The transfer is initiated by the prim ary, secondary can only respond to a poll.

a Appropriate for Half Duplex

Spring’00 ARQ Schemes

DLC 126

HDLC Transfer Modes Asynchronous Response Mode

a Unbalanced configuration.

a In this mode the secondary station can initiate a transfer without perm ission of the primary station.

g The prim ary still retains control over the

line.

a Appropriate for Full Duplex

Spring’00 ARQ Schemes

DLC 127

HDLC Transfer Modes Asynchronous Balanced Mode

a Balanced configuration.

a Transfer may be initiated by either station.

a Appropriate for Full Duplex.

Spring’00 ARQ Schemes

DLC 128

HDLC Fram e Format

Information FCS Flag

Control

Address

Flag

8 bits

Extndbl Extndbl

Variable 8 bits

8 bits 8 bits 16 or 32 bits

Spring’00 ARQ Schemes

DLC 129

Fram e Format, Address Field

a Address Field, used to identify the secondary station that is either the originator or the destination of the frame.

g If a prim ary station creates the frame, the

address contains a to address

g If a secondary station creates the frame, the

address contains a from address

a Normally, the field is 8 bits long and only 7 bits are used for addressing

g The 8th bit is used to extend the address for-

mat and allow variable length addresses as a multiple of 7 bits.

Spring’00 ARQ Schemes

DLC 130

Extended Adress Field

1

FCS

1 0 0

Flag Control Information

Address Flag

One byte or a multiple

of bytes

One-byte Address

Multi-byte Address

a The pattern 11111111 is a broadcast address.

Spring’00 ARQ Schemes

DLC 131

HDLC Fram es

a 3 types of frames

g Information frame (I-fram e)

‘ carries data to be transm itted to end user

g Supervisory frame (S-fram e)

‘ Used for flow and error control

g Unnumbered frames (U-fram es)

‘ Used for control

Spring’00 ARQ Schemes

DLC 132

Fram e Format, Control Field

Extended Control Field

Control Field

16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1

N(R)

N(R) P/F P/F N(S) 0 1 0000 0 S

0 1 1 1 0 N(S) P/F P/F P/F

N(R)

N(R) M S M

1 2 3 4 5 7 8 6 Information

Supervisory

Unnumbered

N(R) : Receive sequence number

N(S) : Send sequence number S : Supervisory function bit M : Unnumbered function bit P/F : Poll/Final bit

Spring’00 ARQ Schemes

DLC 133

Information Fram e

a I-frame carries the data to be transm itted to the end user

a Flow and error control data may be piggybacked on I-frames

g Autom atic Repeat reQ uest (ARQ) mechanism

is used

a Each I-frame contains the Sequence number of the transm itted frame, and the Sequence number of the next frame expected ‘ Sequence number of next frame expected is a positive acknow ledgem ent ‘ Maxim um number of unacknow ledged packets is 7 or 127.

Spring’00 ARQ Schemes

DLC 134

Information Fram e

a I-frames contain Poll/Final (P/F) bit

g P bit is a poll bit for com mands from prim ary g F bit is a final bit from secondary for

responses ‘ The prim ary sets the P bit to 1 to give permission to a secondary to transm it ‘ The secondary sets the F bit to 1 on the last frame of its response

g Characteristics

‘ P/F sw itches control. ‘ P requires a response.

Spring’00 ARQ Schemes

DLC 135

Supervisory Fram es

a S-frame is used for flow and error control

g Both go-back-N ARQ (REJ) and selective

repeat ARQ (SREJ) are supported

a A received I-frame may be acknow ledged by a Receive Ready (RR) frame when no I-frame is available for transm ission

a A Receive Not Ready (RNR) frame forces the sender to stop transm ission until a subsequent RR frame is issued

Spring’00 ARQ Schemes

DLC 136

Uses of P/F bit

a Polling for data.

g The prim ary sets the P bit in an RR frame to

poll the secondary.

g The secondary may respond with either

‘ an I-frame (if it has one) ‘ an RR frame with F bit set

a Polling for status

g The prim ary sets the P bit in an RNR frame to

poll the secondary for its status without giving it the perm ission for transm ission

g The secondary may respond with either

‘ RR if it is ready to receive ‘ RNR if the station is busy

a ‘‘Primary’’ (secondary) can be com bined station acting as prim ary (secondary).

Spring’00 ARQ Schemes

DLC 137

Unnumbered Fram es

a U-fram es are used for a variety of control functions

a U-fram es are defined for com mands and responses

g Mode setting com mands and responses g Information transfer and responses g Recovery com mands and responses g Miscellaneous com mands and responses

Spring’00 ARQ Schemes

DLC 138

Mode setting U-fram es

a Transm itted by prim ary/com bined to initialize or change the mode of the secondary/com bined

g Types of com mands

‘ Commands are SIM, SNRM, SNRME, SARM, SARME, SABM, SABME and DISC ‘ SIM ( Set Initialization Mode ) causes the secondary/com bined to initiate a stationspecified procedure to initialize data link functions ‘ SARME (Set Asynchronous Response Mode Extended) ‘ DISC terminates the logical link connection

g The mode rem ains in effect until the next

mode setting com mand

Spring’00 ARQ Schemes

DLC 139

Responses to Mode setting U-fram es

a UA (= positive unnumbered acknow ledgem ent) with the F bit set to the sam e value as the received P bit.

a DM indicates a refusal to set the requested mode.

g The addressed station is logically discon-

nected

a RD is used to request a disconnect of the logical link

Spring’00 ARQ Schemes

DLC 140

Information transfer U-fram es

a To exchange system information betw een stations.

g Mainly achieved by the UI-frame

(command/response)

a UI-frame information include higher level status, time of the day, link initialization param eters

Spring’00 ARQ Schemes

DLC 141

Recovery U-fram es

a Used when the normal ARQ mechanism does not apply or will not work

g FRMR frame is used to report error in a

received frame ‘ Invalid control field ‘ Data field too long ‘ Data field not allow ed with received frame type ‘ Invalid count ( A frame that has not been sent is acknow ledged)

g RSET com mand is used to clear FRMR condi-

tion

Spring’00 ARQ Schemes

DLC 142

Miscellaneous U-fram es

a Two miscellaneous com mands

g XID used to exchange station identifications

and characteristics

g TEST com mand/response to test that the link

and the addressed station are still functioning ‘ A test com mand must be echoed with a test response at the earliest opportunity

Spring’00 ARQ Schemes

DLC 143

HDLC Adavantages

a Bit oriented protocols are flexible and efficient.

a Code independence.

a Low overhead.

a Not necessarily integral number of bytes

a Less vulnerable to bit errors

a No transparency ‘‘modes’’

Spring’00 ARQ Schemes

DLC 144

HDLC Limitations

a Different devices may not com municate if they do not support the sam e options

a Limitation to a single address.

g Adequate for point-to-point and multipoint

with a single prim ary, but not for multipoint.

a Initial and trailing flags, prim ary source of errors, are not covered by the FCS (Frame Check Sequence).

g An error may cause the breaking of a frame or

the collapsing of two consecutive ones.

a Consecutive 1’s can cause loss of synchronization / abort

a The reliability achieved by HDLC is not always needed

Spring’00 ARQ Schemes

DLC 145

Emerging DLCs Internet Link Layers

a SLIP, Serial Line IP, devised to connect Sun Workstations to the Ineternet using modem s (RFC 1055)

a SLIP is used to send raw IP packets over the com munication link

g A special flag (0xC00 is used for framing g Transparecny in IP packets is achieved by

(0xDB, 0xDC)

a Recent versions of SLIP perform TCP and IP header com pression (RFC 1144)

Spring’00 ARQ Schemes

DLC 146

SLIP Shortcom ings

a SLIP is not an approved IP Standard

g Multiple different versions are available

a SLIP does not perform error detection and control

g Recovery from lost, dam aged or merged

frames are left to higher layers

a SLIP supports only IP,

g Protocols that does not support IP as a native

protocol are leftout (e.g., Novell LANs)

Spring’00 ARQ Schemes

DLC 147

SLIP Shortcom ings

a SLIP com municating nodes must know their respective addresses

g No dynam ic address assignm ent

‘ Serious problem , given the current shortage of IP addresses

a SLIP does not support authentication

Spring’00 ARQ Schemes

DLC 148

Internet Link Layers PPP

a Point-to-Point Protocol, is devised to address SLIP shortcom ings (RFC 1661, RFC 1662, and RFC 1663)

a PPP provides a feature-reach protocol

g Support for multiple protocols, IP, IPX, OSI

CLNP, XNS, AppleTalk, ..

g Support for error detection and control g Dynam ic negotiation of IP addresses at setup

time

g Support for authentication

Spring’00 ARQ Schemes

DLC 149

PPP Main Components

a Fram ing strategy to unam biguously delineate frames

g Fram e form at also handles error detection

a A Link Control Protocol (LCP) to control line and negotiate param eters

g Line initialization g Line testing g Line options negotiation g Line termination

a A Netw ork Layer Protocol (NCP) to negotiate netw ork layer options

g A different NCP is provided for each netw ork

layer supported ‘ Provides independence of the netw ork layer protocol

Spring’00 ARQ Schemes

DLC 150

PPP Typical Scenario

a PC uses modem to call ISP router

g Physical connection is established when ISP

router’s modem answ ers

a PC sends ISP router a series of LCP packets within PPP frame(s) payload field

g LCP packets and responses determ ine the

PPP param eters to be used

a PC sends a series of NCP packets to configure netw ork layer

g NCP for IP is used to dynam ically negotiate IP

address

a NCP and LCP packets are used to tear dow n the netw ork layer and data link layer, respectively

g Modem s terminate physical link

Spring’00 ARQ Schemes

DLC 151

PPP Fram e Format

a PPP frame form at closely resem bles HDLC frame form at

g PPP is character oriented g Character stuffing is used on dial-up modem

lines to make frame lengths an integral number of bytes

a PPP frame form at can be send over diverse lower-layer protocols

g Serial or parallel, synchronous or asynchro-

nous, low speed or high-speed, electrical or optical, sw itched or non-sw itched link.

Spring’00 ARQ Schemes

DLC 152

PPP Fram e Format

Reliable transmission usig SN can be negotiated

No provision for Sequence Numbers, as a default

Control field value indicates unumbered frame

to indicate that all stations are to accept frame

Address field always set to 11111111

Protocol field defines the packet type Codes are defined for LCP, NCP, IP, IPX AppleTalk and other protocols

other protocols, including LCP and a different

Codes starting with 1 are used to negotiate

Codes starting with 0 are for network layer

NCP for each network layer

1 1 1 1 or 2 Variable 2 or 4 Flag Checksum Payload

Control

Address Protocol Flag 01111110 11111111 00000011 01111110

Negotiable, default 1550 bytes

Negotiable, default 2

Spring’00 ARQ Schemes

DLC 153

Fram e Relay

a Motivation

g Error rates decreasing g Bandw idth (data rate into sw itch) increasing g Processing capability at host increasing g Duplication of functionality in existing suites

a Approach

g shift functionality from sw itches to source and

destination

g Sim plify low-level point-to-point protocols

Spring’00 ARQ Schemes

DLC 154

Fram e Relay features

a Fram ing: bit-oriented

a Error control:

g Error detected with CRC g Corrupted packets discarded, no ARQ

a Congestion control notification capability

g To support higher layer functions

a Variable length frames

Spring’00 ARQ Schemes

DLC 155

Fram e Relay Architecture

User Selectable Terminal Function

Functions

Q.922 Q.922

Functions

Q.922

I.430 or I.431 I.430 or I.431

C-Plane U-Plane C-Plane

U-Plane

S/T User (TE) Network (NT)

LAPF Core LAPF Core

LAPD LAPD

Q.931/Q.933 Q.931/Q.933

C-Plane: D-Channel U-Plane: D,B, or H Channel

Q.921

Spring’00 ARQ Schemes

DLC 156

Fram e Relay Format

C/R : Command/Response Bit

EA : Extended Address

BECN : Backward Explicit Congestion Notification Bit

FECN : Forward Explicit Congestion Notification Bit h t g n e L e l b a i r a V

Flag

FCS(CRC)(LSB)

FCS (CRC) (MSB)

(Not Interpreted by Frame Relay)

Information and Control

DLCI(LSB) BECN FECN DE EA EA C/R DLCI (MSB)

Flag 1 2 3 4 5 6 7 8

DLCI : Data Link Connection ID

FCS : Frame Check Sequence CRC : Cyclic Redundancy Check DE : Discard eligibility

Spring’00 ARQ Schemes

DLC 157

Fields

a Addressing

g DLCI (Data Link Connection Identifier) g Only locally significant

‘ Each sw itch along path may use different number to identify the sam e circuit

g 10 Bit, 16 bit and 23 bit address

‘ Depending on Extended Address (EA) bits ‘ Only 10-bit so far

a FECN/BECN

g Forw ard & Backw ard Explicit Congestion

Notification Bit

g Set at congested sw itch along the way to

notify higher layers

Spring’00 ARQ Schemes

DLC 158

Fields (Continued)

a DE (Discard Eligibility)

g 1-bit dropping priority

a C/R -- Command/R esponse bit

g Carried by the frame relay netw ork without

changes

Spring’00 ARQ Schemes

DLC 159

Conclusion

a Discussed DLL flow and error control

a Discussed DLL performance

a Described different classes of DLL Protocols

a Discussed em erging DLL protocols

Spring’00 ARQ Schemes