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Abstract

Broadband integrated services digital
networks (B-ISDN) are aimed to transport both real-
time traffic and non real-time traffic.  Many of these
applications require Quality of Service (QoS) guarantees.
In the literature, not much work is found to provide
QoS guarantees based on fault tolerance. In this work,
reliability of network links is considered as one of the pa-
rameters when providing QoS guarantees to applications.
Considering reliability of nerwork links as a parameter
for QoS guarantees gives the applications more flexibility
in choosing the network resources. A new terminology
for dispersity routing is presented which will be useful in
providing QoS guarantees based on reliability. Dispersity
routing transmits the traffic along multiple paths. Also, a
reliable backup resource allocation method is presented
that can be used in the context of dispersity routing for fault
tolerant real-time networks. Here, an assumption is made
that higher capacity is assigned to the links which are more
reliable. This will help in availability of resources for a
longer period of time. Also, reliability of links is considered
to compute multiple paths along with shortest path metric.

Keywords: Dispersity routing, Quality of Service (QoS),
Fault tolerance, Reliability.

1. Introduction

Emerging distributed real-time applications require guar-
anteed end-to-end quality of service (QoS) and have strin-
gent constraints on delay and cost. In [1], dispersity routing
at physical layer is introduced. Here, unlike conventional
routing procedure, which routes a message along a single
path between source and destination, this routing technique,
sub-divides the message and disperses it through multiple
paths in the network. In [2], the dispersity routing is pro-
posed at application layer considering the advances in work-
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station speeds. Moving dispersity routing to the high level
layer provides increased flexibility and lower cost, as the
application can choose the level of reliability required. Dis-
persity routing is characterized by the triple (N, K, S). The
variable “N” stands for the number of paths between source
and destination. Real-time traffic is passed on “K” paths.
The rest of the paths “N - K” are used to pass redundant
information to reconstruct the message in the event of loss
in the network. The variable “S” limits the maximum num-
ber of paths over which a link can be shared. The vari-
ous dispersity routing schemes are simulated in [3]. Itis
shown that fragmenting the traffic among multiple paths in
the network utilizes the network capacity to a greater de-
gree and provides fault tolerance at the same time. In [4, 5],
a set of algorithms are discussed that route and reserve re-
sources along multiple paths. It is shown that when there
are multiple paths in a network, resource reservation along
multiple paths is advantageous over single path reservation.
In [6], a study was made in the areas of network architecture
and protocols for supporting real-time services in packet
switched networks. In [7, 8, 9], it was made possible to sup-
port real-time communication in packet-switched networks.
This can be interpreted that packet-switched networks can
provide guaranteed QoS to distributed real-time applica-
tions. Recently in [10, 11], a study was made about QoS in
packet-switched networks and the issues in it. In [12, 13],it
is shown that large amount of spare resources may seriously
degrade the attractiveness of the backup channel scheme.
The idea of backup multiplexing is proposed in (12, 13].
The idea is to use the probability of link failure to reserve a
small fraction of spare resources at each link. Dynamics of
client requirements and performance in real-time systems
are dealt in [14]. It presents Dynamic Connection Manage-
ment (DCM) scheme, which addresses issues such as net-
work availability and flexibility.
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2 Capacity assignment in links of a network

Assigning capacity to the links of a network is an impor-
tant issue. In earlier works {2, 3, 12, 13], it is assumed that
the capacity is assigned to a link of a network depending on
the incoming traffic. A link which is expecting higher traf-
fic is assigned higher capacity. In our work, we assume that
capacity is assigned to a link based on the incoming traf-
fic and reliability of that link. A link with more incoming
traffic or with higher reliability is assigned higher capacity.
Hence, categorizing links based on reliability will help in
maximizing the availability of network resources for longer
amount of time.

3 Computing paths based on reliability

It is essential to provide fault tolerance to applications
and also use the available resources efficiently. In earlier
works [2, 4, 5], paths are computed depending on shortest
path and delay constraint metrics. In our work, we suggest
that there is a need to compute paths based on reliability,
with shortest path and delay constraint metrics. This way
applications can choose stable paths which could remain ac-
tive most of the time. It should be noted here that, there is
a tradeoff between various metrics when multiple metrics
are considered for computing paths. Hence, in our work
we limit the number of reliable paths used so that we could
guarantee delay constraints. Reliable paths are computed
using probability of link failures. It is assumed in our work
that the probabilities of link failures are known a priori from
previous studies on the network. Reliability of a path is cal-
culated as shown in Equation 1, where pl, p2..., pn are the
probability of link failures of each link in the path.

" Reliability path = I-pl)yx(1—p2)...x(1—pn) (1)

In our work, multiple paths are computed in two phases.
In first phase, the required number of reliable paths are com-
puted using reliability of links keeping in mind the delay
constraints of the application. In second phase, the rest of
the multiple paths are computed based on minhop metric
and also delay constraints of the application. The paths that
are computed in the second phase are link disjoint with re-
spect to the reliable paths computed in first phase.

4 Proposed Dispersity routing with reliable
backup

The resources used for backup are randomly chosen in
earlier dispersity routing schemes mentioned in [2, 3]. To
make effective resource allocation for backup paths, the re-
liability of a path is considered in selecting backup paths.
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Reliability of a path depends on the probability of link fail-
ures of the links in that path. We assume that probability of
each link failure in the network is known.

4.1 New terminology for dispersity routing

In our work, a new dispersity routing terminology is de-
fined. Here, any dispersity routing request is characterized
by (N, K, S, R, B). The variables “N” and “K” represent
the usual meaning defined in earlier work. The variable “S”
is relevant to computed paths based on shortest path met-
ric and does not refer to reliable paths. The new term “R”
represents number of reliable paths among “N” available
paths. The term “B” is an array of “R” elements and each
value of “B” corresponds to the number of backup channels
allocated in each of the “R” reliable paths. The terms “R”
and “B” gives flexibility to the applications to choose the
QoS guarantees depending on the requirements. We use all
the “N” paths (N=K) to transmit the real-time traffic. We
make sure of the fact that, we can establish more than one
channel on one path. For backup resources, we establish
additional channels from source to destination in the reli-
able path where we already have one channel for real-time
traffic. Hence, QoS guarantees based on fault tolerance is
provided by varying the number of reliable backup paths
and also varying number of backup channels in each reli-
able path.

4.2 Our Dispersity routing schemes with reliable
backup

Dispersity routing with reliable backup can be classi-
fied based on the fault tolerance required for an applica-
tion. To tolerate single fauits in the network, dispersity rout-
ing scheme (N, N, 1,1, {1}) is used and to tolerate double
faults when there exists only one reliable path, dispersity
routing scheme (N, N, 1,1, {2}) is used.

The proposed dispersity routing request
(4,4,1,2,{1,1}) to tolerate double faults is shown in
Figure 1. Paths P1 and P2 are reliable paths (R1,R2) and
backup channel ch2 is allocated in each reliable path to
tolerate faults that may occur in paths P3 and P4. Channel
chl of paths P1, P2, P3, and P4 is used to transmit real-time
traffic. The corresponding illustration for earlier work
which can tolerate double faults is shown in Figure 2 where
paths P3 and P4 serve the purpose of backup paths. Here,
paths P1 and P2 are used for transmitting real-time traffic.

It is observed from Figure 1 and Figure 2 that proposed
work utilizes the network connectivity in the maximum way
possible for real-time traffic where as earlier work do not
utilize two paths for real-time traffic as they are reserved
to tolerate double faults. When the network connectivity is
low, keeping some paths separately as backup paths is an
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Figure 1. lllustration for proposed (N = 4, K =
4,S = 1,R = 2,B = {1, 1}) dispersity routing to
tolerate double faults

overhead if the faults in a network occur less frequently.
Also, the advantages of dispersity routing are lost when all
the multiple paths are not used for real-time traffic in a net-
work of low connectivity. In our work, the backup channels
are established in a reliable path. As reliable path is also
being used for real-time traffic, there will be no overhead in
allocating backup channels as was the case in earlier work.
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Figure 2. [ilustration for earlier (N 4 K =
2,8 = 1) dispersity routing to tolerate double faults

5 Alternate approaches when reliable link
fails

It is still the case (with low probability) that fault may oc-
cur in the reliable path. This will result in slow degradation
of the system. To avoid this slow degradation of the system,
one of the following three approaches can be considered.
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1. First approach is to use the reserved bandwidth of an-
other application which is not being used at that mo-
ment and make the dispersity routing scheme to toler-
ate without much degradation. The real-time traffic on
the failed path is passed through the underutilized link.
This is feasible as some applications reserve the peak
bandwidth and may not use it at all the time. Hence,
considering the inherent dynamics of client require-
ments we can tolerate faults.

2. Second approach is to block a channel of an applica-
tion and give priority to the failed link real-time traffic.
The application that has to be blocked will be the one
with no requirements of time guarantees like file trans-
fer application or an e-mail. We have to make sure
that, blocking of a non real-time application is done
for a short time.

3. Third approach is to route the failed links real-time
traffic along with the remaining paths, which are ac-
tive in the same application. This will surely degrade
the QoS guarantees of an application and this approach
is used as the last resort if the above two approaches
fail to allocate a channel.

Performance Study and Results

The experiments are carried out on a network with 17
nodes and 59 bidirectional links as shown in Figure 3. The
same network is also referred in earlier work [14]. The ad-
vantage of proposed work over earlier work is shown using
blocking probability. Blocking probability is calculated as
the number of requests rejected divided by the number of
requests arrived. The simulation was performed for both
earlier work and proposed work on a wide range of request
arrival rates. The network load is generated at each node
with independent arrival of real-time requests according to
Poisson distribution and exponentially distributed holding
time. The simulation is implemented assuming a single
fault model. Fault events and restoration events are gen-
erated according to Poisson distribution. The request ar-
rival rate is varied from 0.1 requests per millisecond to 4.0
requests per millisecond. The number of requests ranges
from 1712 to 66650 in the set of experiments. The num-
ber of multiple paths used were restricted to make sure that
all accepted requests satisfy delay constraints. In our work,
33% of the links are assumed to be reliable. A number of
experiments were conducted to show the advantages of pro-
posed work over earlier works [2, 3].

Earlier work was simulated with applications request-
ing for a dispersity route (3, 2, 1). In the earlier work, it
has been observed that all single faults were tolerated.
Here, first two paths are used for transmitting real-time data
and third path is used as backup path. In the proposed
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Figure 3. Network (with 17 nodes and 59 links) used
for experiments

work, an application will request for a dispersity route with
(2,2, 1, 1, {1}). In dispersity routing (2, 2, 1, 1, {1}), first
path is a reliable path and second path is a minhop path.
In our work, it is known which links are reliable and which
are not. Hence, reliable links are assumed to have higher
link capacity. Also, when computing the routes for multiple
paths, we take reliability of links and shortest path metric as
the criteria. It can be noticed from Figure 4 that the block-
ing probability of earlier work is higher than the proposed
work at all instants of request arrival rate. In the earlier
work, all resources are assigned randomly and it does not
give more preference to reliable links in assigning link ca-
pacity. The proposed work uses the reliable links in its favor
by assuming that more link capacity is assigned to reliable
links.

In the next experiment, it is assumed that both earlier
work and proposed work use the same network where re-
liable links have higher capacity. It can be noticed from
Figure 5 that the blocking probability of earlier work is
higher than proposed work. It is observed that earlier work
does not use efficiently the resources assigned to reliable
links. Hence, it can be concluded that assigning high link
capacity to reliable links cannot bring down the blocking
probability of earlier work to the extent of proposed work.
Computing multiple paths using reliability of links is also
a factor in increasing the number of requests that are being
serviced.

We also studied a case when a request comes for (3, 2, 1)
dispersity routing and there is a possibility that (3, 2, ) re-
quest may get rejected due to lack of three link disjoint paths
or lack of link capacity. In the earlier work, whena (3,2, 1)
request is rejected it may opt for (3, 2, 2) dispersity routing.
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The shared link in earlier work is chosen without consid-
ering reliability of the link. In the proposed work, when a
(3, 2, 1) request gets rejected, it wilt opt for (2,2, 1, 1, {1})
dispersity routing. Here, one among the two paths is a reli-
able path. In the reliable path, two logical channels are es-
tablished so that one channel can be used to tolerate faults.
It has been observed from Figure 6 that the blocking prob-
ability for earlier work increases at a faster rate when com-
pared to proposed work. Also, it is observed as shown in
Figure 7, in earlier work as the request arrival rate increases
the number of dispersity applications failing to tolerate sin-
gle faults increases at a faster rate. In the proposed work,
all the dispersity applications could tolerate single faults.
Earlier work has higher blocking probability as (3, 2, 2) re-
quest is not using efficiently the higher capacity of the reli-
able link as in (2, 2, 1, 1, {1}) request of proposed work. In
the earlier work, when computing the shared path it does not
consider the reliability of the shared link(s). In the proposed
work, since all shared links are reliable it could tolerate sin-
gle faults.

In our work, when request (3, 2, 1) gets rejected, we are
opting for (2, 2, 1, 1, {1}) dispersity routing. It was as-
sumed that reliable links are close to each other which will
result in complete reliable path between source and desti-
nation. When reliable links in a network are distributed
evenly, then we may not always get a complete reliable path
from source to destination. Hence, in our next experiment
when request (3, 2, 1) gets rejected, we will opt for (3, 2, 2)
dispersity routing and make sure that only one reliable link
is shared. It is observed from Figure 8 that the blocking
probability of proposed work is slightly higher than the ear-
lier work. The slight increase in blocking probability is due
to non availability of a shared path with one shared reliable
link. It is also observed that all dispersity applications could
tolerate single faults in proposed work unlike earlier work
where there are some failures of dispersity applications as
shown in Figure 9. Hence, there is a tradeoff between faults
being tolerated and the number of requests being serviced.

7 Conclusions

We proposed a reliable backup approach for efficient re-
source reservation in dispersity routing for fault tolerant
real-time networks. It is shown that identifying reliable
links and using them efficiently will help in more requests
being serviced. We have coined a new dispersity routing
scheme (N, K, S, R, B) which gives more flexibility for an
application to choose the required fault tolerance based on
QoS guarantees.
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Figure 4. Blocking Probability of proposed work (with
higher link capacity in reliable links) in comparison
with earlier work (without higher link capacity in reli-
able links)
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Figure 6. Blocking Probability of proposed work (us-
ing reliable backup path) in comparison with earlier
work for rejected (3, 2, 1) requests
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Figure 8. Blocking Probability of proposed work
(sharing of one reliable link) in comparison with ear-
lier work for rejected (3, 2, 1) requests
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Figure 5. Blocking Probability of proposed work (with
higher link capacity in reliable links) in comparison
with earlier work (with higher link capacity in reliable
links)
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Figure 7. Number of dispersity applications failed for
earlier work with (3, 2, 2) dispersity routing
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Figure 9. Number of dispersity applications failed for
earlier work (reliable links are distributed evenly) with
(3, 2, 2) dispersity routing
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