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Outline

e Papers
« E-Health System Model
« WBAN and IoT

« E-Pharmacology
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Papers

e BuiZ., Zorzi M., “Health Care
Applications: A solution Based on The
Internet of Things”, ISABEL 2011,
Barcelona, Spain

« Jara A., Zamora M., Skarmeta A., “Drug
identification checker based on 10T to
minimize adverse drug reactions and
improve drug compliance”, Pers Ubiquit
Comput 2014
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e-Health System Model

+  Physician ” Distributed
—' EHCR Database

Monltored Patient Monitored Patient
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Requirements to the System

 Interoperability
» Bounded latency and reliability

» Privacy, authentication and integrity
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Device Classification

« Belonging to constrained network

— Low energy availability;
— 250 kb/s bandwidth
— Several MHz computational power
« Belonging to unconstrained network
— None of the limitations above
— Cellular phones

— Computers
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Communication

 Unconstrained networks devices
— WLAN (802.11)

— GPRS, WCDMA, LTE

e Constrained networks devices
— WBAN
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WBAN Protocol Stack WLAN / Intermet

« IPv6 over Low power Wireless WebSe:iS? . psers/ Applications/
Personal Area Networks (IETF, ETSI) HTTP XML
— IPv6/UDP header (40B) to HC1 header (1B) o > TCP/UDP
6LOWPAN  [RpL
» Routing Protocol for Low power and 10sSY |55 15.2mac e &
networks - RPL (IETF, ROLL group) MAC

802.15.4 PHY

PHY

« Constrained Application Protocol (CoAP)

— Constained RESTful Environments (CoRE) working group;

— HTTP GET, POST, DELETE, UPDATE methods

« Efficient XML Interchange (EXI) format (W3C consortium)

— Mitigate size and parsing complexity
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Statistics

» Adverse Drug Reaction (ADR)

— 6.7% through hospitals worldwide (8% in
Spain, 6.5% in the United Kingdom)

—0.32% death rate

« Ambient Assisted Living (AAL)
environments

—15% of the patients observe non-compliance
_todrug dosage and schedule
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Solution Architecture

Pharmaceutical Pharmaceutical Web/PC Access
Intelligent »

Spanish Association
Database (PortalFarma) Information System

Hospital Information
System

Patient Alarm Proxy

Electronic Health Record (EHR)
Reference Model & Archetypes
(CEN/ISO EN13606)

Patient Health Card Embedded
Patient

Oestire DRUG HISTORY
Health

o= | ! i'l’,".-,': ALLERGIES
e TREATMENTS...
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Pharmaceutical Intelligent Information System
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Identification technologies

e Barcode

— Free; 12 Bytes max

+ RFID/NFC

— Up to 4096 Bytes; Integration with
smartphones

 IrDA TBTag

— 16 Bytes; Low-income countries
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RFID for Drug Stores

Pharmaceutical Intelligent Information System m
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RFID + Barcode for
Smartphones

S B w1505 V5

HealthBarcode HealthBarcode

1. PARACETAMOA

HealthBarcode

ASPIRIN

Allergic Age 4

NSAID intoferant Sex M
Side Effects Weight 9
Heigh

Skin

> Aspirin - Codeine . o : D

Insurance
> Aspirin - Carisoprodol

spirin - Caffeine - Propoxyphene
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RFID + Barcode for
Smartphones (cont.)
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Conclusion

« Get IoT into the picture

» Use open standards / avoid proprietary
protocols — interoperability

» Take care of privacy and security
« Make it atffordable

« Help the patients to get through easily
and safely
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Q&A?
Thank you!
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