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For the multimedia database there are accounts for each user that have a certain level of security.  Depending on the security features the accounts will allow different levels of access, which is shown in figure 1. Those levels the users have access is for each individual attribute, the tables that contain them, and the general database.  There are also different types of access that is allowed.  That access could allow administrative control where the data is able to be written, deleted, or edited.  It may only limit the data to be read-only, or not have the user access the data at all, where the data is hidden.  The features for the security of a multimedia database are shown in figure 2 and figure 3.  Every time the user tries to access each level of the database the security feature must give access.

Figure 1

In figure 2 the diagram is a finite state machine showing how the layers of security are in between each level that determines the type of access there is when passing to the next node.  The information is then passed back to the user.
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Figure 2

The diagram, figure 3, below shows the security through a Petri Net.  The User and Security are not places but provide the Petri Net with tokens.  Security allowance is needed for the User to be able to access more of the database.  When the token reaches the level the user wants the information is sent back to the user.
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Figure 3
There are different ways that security could be constructed, the most popular being a password that is typed.  The security for a multimedia database may have a multimedia component.  The password is only matched through voice identification, and also a picture of the user is taken and matched to a certain threshold.  The name of the user is recorded for each account, as well as a picture, and a recording of their voice saying their unique password.  For the picture the features that are matched are the eyes, mouth, and nose, as well other areas of the face.  Voice identification must be matched not only with a specific password, but also a recording of that user saying the password.

	AccountID
	fname
	mname
	lname
	Picture
	Eyes
	Mouth
	Nose
	Other
	Voice
	Password
	Recording


Security Multimedia Database
	AccountID
	fname
	mname
	lname
	PictureID
	VoiceID



{AccountIDs1}account(t1) ( (fnames2, lnames3, PictureIDs4, VoiceIDs5)accountAttrib(t2)

	PictureID
	Eyes
	Mouth
	Nose
	Other



{PictureDs6}picture(t3) ( (Eyess7, Mouths8, Noses9, Hairs10)pictureAttrib(t4)

	VoiceID
	Password
	Recording



{VoiceIDs11}voice(t5) ( (Passwords12, Recordings13)voiceAttrib(t6)

Database
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An example multimedia database is created to show how the security will work.  
As the use logs in to his/her account they will most likely start with the artist’s name.  If the user has the account, they will be able to view at least part of the database.  For this example the user has access to view the table and the first and last name of the artist, but not able to edit it.  Then this user tries to query a music video that this artist made.  He/She with security allowance will be able to view the table with the ArtistID and MusicID to find the VideoID, but security does not allow the user to see the Genre.  When the user tried to go to the video Table through the VideoID security will not allow that.  Note that user was not able to edit anything.
Example Multimedia Database

	ArtistID
	fname
	lname


{ArtistIDs1}artist(t1) ( (fnames2, lnames3)artistAttrib(t2)

	ArtistID
	MusicID
	Genre
	VideoID



{(ArtistID, MusicID)s4}artistMusic(t3) ( (Genres5, VideoIDs6)artistMusicAttrib(t4)

	VideoID
	Duration
	Sound



{VideoIDs7}video(t5) ( (Durations8, Sounds9)videoAttrib(t6)

	ArtistID
	AudioID
	Duration



{ArtistID, AudioIDs10}artistAudio(t7) ( (Durations11)artistAudioAttrib(t8)

	ArtistID
	PaintingID
	Painting



{ArtistID, PaintingIDs12}artistPainting(t9) ( (Paintings13)artistPaintingAttrib(t10)

	ArtistID
	PhotoID
	Photograph



{ArtistID, PhotoIDs14}artistPhoto(t11) ( (Photographs15)artistPhotoAttrib(t12)

	ArtistID
	FilmID
	Film
	Sound
	Duration


{ArtistID, FilmIDs16}artistFilm(t13) ( (Films17, Sounds18, Durations19) artistFilmAttrib(t14)
(QL-Variant

Querying the database

The user enters their account ID into the database they are trying to access.  The log in process activates a couple of sensors and queries.
The first query is where the user says their password and that recording is compared to the one in the security database.  Since it requires more interaction from the user it will only be queried once per session while in the database.  The password and recording is what is being compared in the database and what is said.
Select objectl.type, objectk.type

Cluster * alias obj1 obj2
From PerceptionSource

Where
obj1l.type  = “password”


obj2k.type  = “recording”

This Query is called each time a different part of the database is accessed without the user knowing.  It involves a camera taking a picture of the user accessing the database.  The photo includes the eyes, nose, mouth, and other parts of the head to be compared to the security database.

Select objectl.type, objectk.type, objectj.type, objecth.type
Cluster * alias obj1 obj2 obj3 obj3
From PerceptionSource
Where
obj1l.type  = “eyes”


obj2k.type  = “nose”


obj3j.type  = “mouth”


obj4h.type  = “other”
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